B 1ENE
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1.1.1. XENH

N SE Wireshark —28 )3 F #2541 «
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o WLMTIF/fRAFHIFE B AL
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B 1.1. VWireshark fiRH AVFERMIEN

test. pcap - Wireshark
Fle Edkt ‘iew Go  Capture Snalvze Statistics  Help

B Weee 2B %8RB e o F 2 EE AA

) pier: | v dp Expression... ‘YuClear o Aoply
No. - | Time Source Destination Protocal | Info 2
1 ©.000000 192.168.0.2 Broadcast ARP who has 192.168.0.27 Gratuitous ! —
2 0.299139 192.168.0.1 192.168.0.2 MENS Name query MNBSTAT * 00> <D0> <00 <0
025859 152.168.0. 224.0.0.22 TGMF Y3 Membership Report
048852 192.168.0. 23189, 255,255,250 Lo Source port: 3193 Destination por
055053 192.168.0. 192.168.0.2 Lo Spource port: 1900 Destination por
L2038 192.168.0. 192.168.0.255 MENS Eegistration HE NE1O0610<00:
«ELlab Sle L0, 2 J&.166.0. | Y > ht 5Y Seq=. 2=
« 227282 192.168.0. 192.168.0.2 TCR h'I.‘I:p » 3195 [S‘I"H, ACK] SEl:liO Ackl -
£ ¥
@ Frame 11 (62 bytes on wire, 62 bytes captured) -

® Ethernet II, Src: 192,168.0.2 (00:0b:5d:20:cd:02), Dst: Wetgear_2d:75:9a (00:09:5b:2d;:75:9a)

# Internet Protocol, Sec: 192.168.0.2 (192.168.0.2), Dst: 192.168.0.1 (192.168.0.1)

= Transmission Control Protocol, Src Port: 3196 (3196), Dst Port: http (80), Seq: O, Len: O
Source port: 3196 (3196)
Destination port: http (80)
Sequence number: O (relatiwe sequence number)
Header length: 28 bytes

# Flags: OxQ00D2 (5¥YN)

WHndow size: 64240 -

0 00 0% 5b 2d 75 5a 00 Ob  5d 20 cd 02 OB OO0 45 OO [-ue.. ] E
10 00 30 18 48 40 00 20 O0s ol 2c cD a8 OO0 02 <0 aB Cal@ise Sjannnns
20 OO0 91 Oc Fc OO 50 3c 36 95 f8 OO OO OO OO0 7O O2 |.FeB . o
30 fa fO 27 =0 00 00 02 04 05 b4 01 01 04 02

[File: "D:ftest peap” 14 KB 00:00:02 [Pi1z00: 120m: 0
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1.1.3. FHREBHMEED

Wireshark 1] DAFFE 2 Fh I 2542 I SR R AL, IR A2 T2k s 2 10 o AR T RESCRFI BT A M 45 2R, m] DAZETRAT
fIMsh EFe S http: //wiki. wireshark. org/CaptureSetup/NetworkMedia.

1.1. 4. XML CEFBRKSCHF

Wireshark HJ LLFTJF 2R 45 2 T - I 68, 1 229

1.1.5. XfeZwAmd

Wieshark AT LUKHAHE SOPF b 2 LA 4L rE SO RRIOR SR, 292
1.1.6. X ZREhBURIER ft30HF

AT LS RV 2 DS AD (72 Wireshark Pl REREFK 4 fif i) 229

1.1.7. FE&RHEF

Wireshark 2 IFREAFIH , I GPL MhSCRAT. B0 LA e AERECRINLE LA E, AL ERBNAL 3% ),
FITAT IURACRSAE GPL HESL R AR al DA Al ] o XD BB UL, AATT A MR A Dy 48 Wireshark EASIB PR3, B Hs
HA TG 2 IR P B, IR 232 .

1.1.8. Wireshark ARSI

Wireshark ANBEFRALATT TfE

¢ Wireshark AR AGHRIIFRSE. A1 RS IS4 0 T —Sbfin/ W TV SO VRO AR I SRS, Wireshark o4
et (LRI T AR IO, Wireshark RS T A LB, @

« Wireshark LA, &AL “BRE” CD % . Wireshark A4 %k 4 (L ok HOUE A LR 1
Wi CABRARATRRSN, {45027 LIS LT

1.2. REFXR
AL R IE AT Wireshark Ty 5 H 4G IR B 561 .
1.2.1. —f&iiBe

A E RN R, ERZENG P T LOER T, EAHER RS 55 ol AR .
o (EZTIMILS PP AR AN A ZE S AR | 25N B0 1 A8 LOOMBIT/ s A XU T LUK W h il S Bedl b 25 1
4z 750MByties/min [RIEHE | 7E L2 M2 R A =k i CPU, K 1A A7 R 8 TR R 25 ) A+ 211
o WIR Wireshark IBATHI WA EK S FERH &1, W LIFE
http://wiki. wireshark. org/KnownBugs/OutOfMemory Z¢& VE4N A48 UL S it vk Inids
o Wireshark 1E Jy%J AbBEAS I TR BIUBAT 55, 7E 2 A0 BLES/ 2 2R FE RGNS TAEA S Le st Ab B 25 S PR ) e B, 491
Wk R A — MO B T EARIEAT, B T UGBS fEffidetum “semf s, i ek
SHBATAE— BN, BRSBTS — BRI 2 AP R VAT BT B,

1.2.2. Microsoft Windows

e Windows 2000, XP Home fix, XP Pro ix, XP Tablet PC, XP Media Center, Server 2003 or Vista(#F#7E XP T

(EED)
o 32-bit FEEALFH SR R A HIAR AL TR ES (EEIUNIZ : 400MHz BRE 57D , 64-bit AbFHBSAE WoW64 {)f ELERES F-i,
— it B

e 128MB RGNAE (F3iX 256Mbytes B &)
o T75MB W HMAEL AR CUn RARLRAF R PE S/, TR EE 2% A])  800%600 (FEiY 1280%1024 B R) 7 Hr /b
65536 (16bit) o, (256 FLIH W & M 77 2L FE” legacy GTK1” )
o MRFK:
o PAKM: windows SZFFHATA LA M -REEH] DA
o LMK W Micrologix support list, AN 802. 11 £k FTCHIR M.
o HEEOW: http://wiki.wireshark. org/CaptureSetup/NetworkMedia
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L

o FETLUN =R, BASK IHRR Windows $E4E37Fr: WA H RN DL IELEAE RS E R G0, XA S Fr
SIS N ME, Wireshark 4T TG FESCH (ln GTK, WinPCap 25) WG SIS Fr.  [AIFE, iRl
JFE TR EMTRHEAR S HF

o Windows 95,98 I ME AREIZAT Wireshark. ARG — A LLsAT7E L AV & HICA /2 Ethereal0. 99. 0 (75
B2 WinPCap3. 1), FRAKIR AT LAE I M : http://ethereal. com/download. html 375 JWfFHE— 1 : fk%&%& T 2006
1 H 11 HeF1EXS 98/ME K.

o Windows NT 4. 04> J544 6141847 Wireshark. Sy —A> CAIMCAS A2 Wireshark0. 99. 4 (75 %% H 47 ) WinPCap3. 1),
PRIAR AT CAM: http://prdownloads. sourceforge. net/wireshark/wireshark—setup—0. 99. 4. exe 153, i
e —F: BT 2005 4F 12 H 31 HAEIESS NT 4.0 fISCFF.

e Windows CE Mk AR windows (NT/XP) A7 HF.

o 64-bit AbFEIIZAT Wireshark FEAE 32bit 1 ELFREE T (FRAE WoW64) , Ak 75 224234 WinPCap4. 0.,

o  M¥FZ Wor ORFNIE & Bon b2 INALES) 8%, (Ha B 2 — Lo A ] Tk 1 in) 8

1.2.3. Unix/Linux

Wireshark HHynl LLEATEVFZ UNIX 15, RGal UL Windows NAJfEAR.  —dEHl R DAERU R 5 a1

APPle Mac 0SX

Debian GNU/Linux

FreeBSD

NetBSD

OpenPKG

Red Hat Fedora/Enterprise Linux
rPath Linux

Sun Solaris/i386

Sun Solaris/Sparc

R R OAE N S AT, AR RL N 3RS 2l g e . A I RE AL IS 2

wireshark—dev[AT]wireshark. org . 7RI,

1.3. MWMEHETE I8 3| Wireshark

PRA] CAFRATTIR R ik B 2 e i ieAS 1Y) Wireshark http://www. wireshark. org/download. html. PG F&8 ] DAL R S
TSR 0 R

Wireshark 5 7F 4-8 BN KA — T hiuAs

A AE SRR Wireshark KA RIS B 41, /R0 LLIT % Wireshark—announce HE{EF) . HEILEE 1.6.4 1 “HB{EmIER”

1.4. Wiresahrk f&j 5

1997 “ELLJG, Gerald Combs 7% —AN T HIB B 4% ] il AR 22 2] 28 5. BT M T 4G & Ethereal (Wireshark
Wi H VLRI F8) AR LR S 7 2L

Bthereal 4T, LlMUTFR, #1998 4, LK AR, # T, Bug Hisk, LAV, 0.2.0
WRUEAE T . Ethereal i LU= B

WEAA, Gilbert Ramirez KIN'E HIVE 1, F IR TR )ZE 047
1998 4 10 H, Guy Harris iF3-3k—FhLL TepView HUFI T H, fhFFesh Ethereal BEATM, FEHEAL2HT,

998 fELUJA, IEAEHET TCP/IP %4 Richard Sharpe JRiE T EAERLEREEH AIME . IFIHEIE T2 B A S & P
BRI o WERAMT, B iSCCR DAZAR T S e Pt LA T 46 IS Ethereal 70 Hr K ifiidt

MIBLUJE, # B Ethereal MINBOKZ , ABATHIIT4RJLF-#G2 T 22 A Ethereal SCRFATPR. B BUlATTFE DT
T e MENTas, 4 B T ka5t

2006 ET5 H Moved House (IXAJAFNEEATIE) JFEFa4 ~: Wireshark.

1.5. Wireshark FF k43

Wireshark T #JH Gerald Combs JF% . HEIH Wireshark team #H4THE— I A MYid. Wireshark team &A1&
*b bug $& 15 Wireshark ThAERIMINT % 53 41 Al AL HLZH 2R
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HREM K Wireshark $ALEM T R FRATHE A HIX LR BN REFRFLLALL . W& F Wireshark #BSE R
About, VR A] LL#L R4 Wireshark $EAACIE )N 2 42 i, sA R A LI, Wireshark P35 authors TUIHIFE .

Wireshark s&FFUREAEINH, RATENG GNU General Public Licence (GPL #pi%0), Fr A UEACHS 0] LLZE GPL HEZE T fp 2%
. WaMEAE M Wireshark DAMEIE S AT E, R E 0] DIERALIE 45 Wireshark team , FRATTEEA MBI

4 Wireshark Team FRALIEATCEE, HLLT kb:

o IWMFILABN RIVESEAL A E e e E, B SBIRE 4 Wireshark team —FEHS Bhidfth
A

e The developers of Wireshark might improve your changes even more, as there’s always room for
improvement. Or they may implement some advanced things on top of your code, which can be useful for
yourself too.

e The maintainers and developers of Wireshark will maintain your code as well, fixing it when API changes
or other changes are made, and generally keeping it in tune with what is happening with Wireshark.
So if Wireshark is updated (which is done often), you can get a new Wireshark version from the website
and your changes will already be included without any effort for you.

Wireshar JEACASAN —HEf kits (CREHITHA? O nTRRYE A CR-FEX N R, Mubie:

http://www. wireshark. org/download. html.

1. 6. LR EEANIRTG 7 Bl

I REAEA T TP RES) 1 L, B T Wireshark (3D, A LU R LRI ATRELLGEA XG0 E COR, B ERRIXAR
) .

1.6.1. MG

1 V5 W) http://www, wireshark. org fR¥ 22 K INIET Wireshark VF2H HEIME B

1.6.2. ARLP

Wireshark Wiki (http://wiki.wireshark. org) 24t/ V2 )R Wireshark DA AHHE ARG B RS K-k fH
WHFREARADAGEE, Bl wiki EEBRE MMM, FNRIIES D@ hil=%, 5%,

U E G A, AR I AR A A CLE A ORI IR S0, AT LA R ) S A A 4R
1.6.3. FAQ

AT M B8 “Frequently Asked Questions” FEAL—ANZH B in) 21 in) il DL J 2 513K

Read The FAQ
1} TEAR LA MR AE B MR F) R 2 87, 5 O &b EE T FAQ, A A iX HLIHAR v] fE O e B At T AR ) o) i, 2%
Ko XBRRPABIR R GEfE, GIRE2 AR T RKENHREE)

1.6.4. HSAFRIER

LA JLANIBEEZIZE, 20 ))& T-AS R ) 32 8
Wireshark—-users

XFE— Wireshark P53, KREPRAZ KT 2BEMFEH Wireshark B8, HEe N CAEWAHRD #E4LHZF
Lo GFHE: HAW N YR ZEFRHF? )

wireshark-announce
KA RTRERAE BRIP4 4-8 ML —IRk.
wireshark-dev
XJe R T Wireshark JFARIMBPEZIZE, IR IHUEIT AP Hr, Al LI %513

PRAT Lk ik http: //www. wireshark. org V1 [ REANHRAZ1 8. 7 50 i o X i 202 730 PR B ) e B et vl Lo IR ]
FELE M i _En] DL 2R
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N PR A RAER G B A B A N SRR —FE ), BRI 2 T8 S RFEE A LA DL
FEMNERLIE T

1.6.5. & HE

— BB
Jﬁﬁﬁ%iﬁﬁﬁ@Z%,%%%ﬁﬁ%%%%ﬁ%ﬁ%wmwwm

IESRAT AR, A ARG SE AN 5 SR 2 Ak AR AT B o

1. Wireshark MIRRAS, MIEAMHEIPIPERIRRAS, W1 GTK+, 4545, YRA] LB Wireshark - v i 2 RAMRA S . (ki
115& UNIX/Linux “F&) .

2. 1847 Wireshark [ F&1E &

KT N R A

4. ISR REE LS R, I GUE B SCR (AR sisl 2 Ja I SCAR, AR, XFEIAD
AN Re R AR R 7 . 5 AE R LW :  “T got a warning while doing x” ', I AXFEE K
AT EE

o

— AERBRIH
AFRAE R SCAE (G100KB) RIHECESIL, AEBEAE AR B> RESR AL AL s R it A g KL KU 2
AR 22 WA 571138 FEL (1 I8 L8068 F85 1) i REUAN BB ) P P IR B A o TR 22, R T LSRR IS S8 K0 45 X 4
[ TR, EOR AR BRI N o
AERBHIERFS!
WS ROAAE R IR, E R eI S BURECE LA R, s 6 sCE v 2.

1.6.6. 7F UNIX/Linux F&iBEESA4H R

W R FORIF P LA BT HIR, T E e AL S HURECEPUEE R, s i el 7 i bR m) .
PRATBLE IS 0N Ay 3RAFIB B4 B -

$ gdb “whereis wireshark | cut —f2 —d: | cut -d° ° -f2° core >&bt. txt

backtrace
D
$

—, R
BTN AT TR

— &
IBERE > GDB Ao URAI KAFERSE S — LU, ERSEAMN, Dard (CTL+D) iRt GDB iy
%o Vb bR 1T H g AF 2440 bt. txt BSCASO, EaEHH) bug A% .

— R
éi@%@ﬂ&Gm,@Wﬁ@ﬁ@%ﬁﬁﬁﬁmﬁﬁ%o

PRAT DL K 3B BE MR 3] wireshark—dev[AT]wireshark. org HE4:41 3

1.6.7. 7E Windows F£ B EERMA4R

Windows VA& A5 3CAF ( pdb), EATTAES Ko PIUEAK T B GBI+ 0 A R AR ERSCIF o ARRHEIR B Rt 5
T TR A AR ) XAV NRD

SRR AR, BT AR SR N AR A 0 00 DX D A, AR RS R ILAE I 2 A LT, i A
AW 2206, B BETE I A M 454 A DU AR A

WPEE: I The values below are the minimum requirements and only “rules of thumb” for use on a moderately

used network” , IH1” rules of thumb” ¥4 N iZ e LN, (HM_EoCT R MINMR s — &, KB E
P RZHAEW FERH, HEIFERAEN. X BRI A
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FREE s JOW X AR AR, IE LIRS, SR I AL A SR R AOR, IR LR SRR 30 3
MIFE R 10 A2 WESE. 29K, XD IE IR AT VR Y o AER T 1K A AT R D B R A, m] BEAR 198 (1A i) AL

KBTI PN, R ETE R, B LR
DR AREIOREAR, T XX R AN

WPEEE: B “Type the characters in the first line verbatim! Those are back-tics there!”, Those are
back-tics there! NEIIE A EE, back-tics=)gEhf4E? A& Linux HEFA11E
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B 2 B 4ik/Z3 Wireshark
2.1. %

TTHEH I, Wireshark WIAFEUIIL . ZAME ] Wireshark, fRAI0:

o R MEGERERGN ZHHIN, B
RAFUE AT A S B A T R G

HHEr, HAMWRI =P Linux ZATHRT DALIE Wireshark, Ty HAl & AL % A2 I RCA . 24 MR UNIX AT DA
fE%i Wireshark . Windows HIAFf] iR A ERAS BeAL % Wireshark. FET- DL 5K, VR A5 L4018 MR G145 21 55 5T iR AS 1)
Wireshark DA W] 2245 ¢
AR TETT ) 38 s AT SRAFYSE SRR B, T MR AR 1 75 B 4w 13 Wireshark Y5 SCAF .
DL A2 55 1) 20 3%

L NECFFEMAEOCR, . PSR 3w AT R

2. U SIS T B RS PRRAE) o SRR T LIS A RN/ B 2 A 75 A .
3. B HEHI BB H AR

2.2. 3RBIE

PR LU Wireshark Bt http://www. wireshark. org. [FJ/I SRIGIESCAF A —BEBIARATIR . TEPERERT B MM BER:, A
Jr SR FEIE A B R AT AT SRl . ORI REARIL — s 1D

— TRFTHRERH: !

j — R UL, BRI O T 3 Wireshark, W R B AR SR 15F Wireshark Y30/, Bl ReFHE M2 ML, XEEER
IRt

— HE
MR IAE W AT 2 A R ATRROT s EINAZIE FEIE A S B I RRCAS, Al IR I 3 S 2 AR R R

FE P RRCAS J T, S S8 TE I A L8 5 A Y™ G 18 1

AR, Sl fed 3 O N BRSO B O, U IR 5 Rl

2.3. 7E UNIX P2 HT

FEGPE B 2 HERI AT AT, S IR E D4 skt N
1. GTK+, The GIMP Tool Kit.

K2R FE TR B GLib, ‘BT THS AT AN www. gtk. org 315 .

2. Libpcap , Wireshark A RAfi$e ) T H

30 DL www. tepdump. org 3545

IR IEEAE RGN, BEFaene 2228 —3EWIEL, a1 RPMs. VRIS 5 PG A I i e
WL N T GRS, ] 2.1 “ MNP SCAES i GTK+” $FRALHI+8 X 18 gn e Fr 5 Bl
Bl 2.1. MIEICHSH%F GTK+

gzip —-dc gtk+-1.2.10. tar.gz | tar xvf —
<much output removed>

. /configure

<much output removed>

make install

{much output remove>

—_—
ﬁ TR T 2B ] 2. 1 “ MG 13 GTR+” WP SR T RRCAS 5 Bt AR TR 28070 GTRHRROAS . it GTK 1 H 3%
KA, WEREFEBENE. , tar xvf BB HEEGNTH .
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IR Linux, 8i& 235 7 GUN tar, %] LUM# ] tar zxvfgtk+1. 2. 10. tar. gz fiv% . [ R ] Aeffi
gunzip -c B gzcat A2 2 UNIX H1¥) gzip -dc

— BB
fl WERSEAE windows T gtk+ B HABSCIR . RSO BEX AR : gtk+-1 2 8 tar. gz

WARAEPATEL 2. 1« NP4 iE GTR” HP R I A B iR A AL RO TE, AR a] LU Y GTK+ R il

WERSCZ N8 T libpeap Y6, — a2l 2.2 “4iif, “ede libpeap” WoRMIIBFESHETE MMt FFE, W
RIEHIRAE RGEA SCHF tepdump, %] LU tepdump PR 82 ee

B 2.2. 4wiFk. ¥ libpcap

gzip —dc libpcap—0.9.4. tar.Z | tar xvf —
<much output removed>

cd libpcap—0.9.4

. /configure

<much output removed>

make

<much output removed>

make install

<{much output removed>

— EE
éi Libpcap (1) H s ZARYE IR BEA T2 2. tar xvi & o @il M 4 (1 H =%

RedHat 6. x MNP FRRAIAG N (R TSI RATHR, Wi Mandrake) , #0] LH 21247 RPM 23T . KR EL
TR0 R ) Linux 75 2 2423% GTK+FI Glib. St R, Rn] (e B 22T E i, L3S %] 2.3 “AF
RedHat Linux 6. 2 B¢ &% L 1% HRAT AE T RPM AL o W SRARIE A 228, T8 A] e T B2 B T B RPMs

#l 2.3. 7£ RedHat Linux 6.2 BRERE T ZBREB/BRITR TRETEN RPME

cd /mnt/cdrom/RedHat/RPMS

rpm —ivh glib—1. 2. 6-3. 1386. rpm

rpm —ivh glib—devel-1. 2. 6-3. 1386. rpm
rpm —ivh gtk+-1.2.6-7. 1386. rpm

rpm —ivh gtk+—-devel-1. 2. 6-7. 1386. rpm
rpm —ivh libpcap—0.4-19. i386. rpm

— X
éi WAL RedHat 6. 2 ZJEIIARAS, 7% RMPs i RE AR M. 468 75 ZA0 I IE A 11 RMPs £

£ Debian FERTLMEH] apt-ge #r% . apt-get Re NS IAT RN S04 2.4 “4F Deban [%2%¢ Deb”

# 2.4. 7E Deban %23 Deb

apt—get install wireshark—dev

2.4. 1F UNIX %k Wireshark

WRAE Unix #8E RS0 F A DUT 4~ 2P B89 3¢ Wireshark J5AXA5:
Lo QR Linux Wi gzip’ d tar SCOF, WA UNIX, WU GUN tar SCfF. XJ T Linux fir &1 .
tar zxvf wireshark-0.99. 5-tar. gz
St UNIX FRAS, @&

gzip —d wireshark-0.99. 5—tar. gz
tar xvf wireshark-0.99. 5-tar

a8
& E R 24T gzip - de Wireshark—0.99. 5-tar. gz |tar xvf [FEIFERILL™

— &
ﬁ WARAEAE Windows & R8T Wireshark, Res ALICAFA A OB LE AR 1 T R Rk
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libpcap—style capture file./Tex2pcap s&—1HL ASCIT hex, B AEHEF] libpcap P A HIFEF -

e Mergecap — Mergecap is a program that combines multiple saved capture files into a single output
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1 0.000000 192.168.0.2 Broadcast ARP Who has 192.168.0.27 Gratuitous ¢ —
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Frame 11 (62 hytes on wire, 62 hytes captured)
Ethernet II, Src: 192.168.0.2 (00:0b:5d:20:cd:02), Dst: Netgear_2d:75:9a (00:09:5h:2d:75:9a)
Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 192.168.0.1 (192.168.0.1)
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Source port: 3196 (3196)

Destination port: http (80)

Sequence nuwber: O (relatiwve sequence number)

Header length: 23 bytes T
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Help
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= Transwmission Control Protocol, Src Port: 3196 (31960, Dst Port: http (300, Seq: 0O, Len: O
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Sequence nuwber: O (relatiwve sequence number)
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ST T RIS AR, AR

Save

Crl+S

PRAT AT HEFE SO, an R A A BB BRI AR AT SO 44, Wireshark
PR ISR A SCAF IR UERE . TEREZE 6.3.1 17 “”save Capture

File As/fRAFSCHEN "X EHE”

4

HE
Ei A RERAT S AT TR ST o R 20 45 WAl LLJS A4 BEd
AT IRAT

ER
AR e RAF ST, RIS IR AT IR o

Save As

Shift+Ctrl+S

EAEKE T SO ERAT N S Ah—A SRR, B B —AN A7 A %)
THHE(Z WS 5.3.1 11 “”save Capture File As/{RAr A4 R7%t
‘EIEE” )

File Set>List Files

FVFRE RS SR G IR o R 23— ASRHEE B 7s © T IR 3 F
Mgk, W 5.5 11 “UHER”

File Set>Next File

R A AT S SO A B0y, RS BREE 2 — A 30
WERAE, KPR R 5 N SCF . XA SCIFIETICRE 2 2 K 15

File set>Previous Files

RSO R SRS 1880, R R e Preds B XT— 4
Ao WERAE BRI SO A WS A S0, RN AR K

Export>as “Plain Text” File---

XA ARV R e SO BT A B 5 o AL S 8 plain
ASCIT text ¥4, BB H — Wireshark 5 Hi X 1EHE, U
% 5.6.1 11 ““Export as Plain Text File”XfiHHE”

Export >as "PostScript” Files

B P S B e 5 oA PostSerit X . B IS H X
X EHE, 2 WA 5.6.2 T ““Export as PostScript File” %

A

Export > as “CVS” (Comma
Separated Values Packet
Summary)File...

S EGS T E . evs Mg CRTFHERFEEH) o Ba
P S TR, WES 5.6.3 17 “”Export as CSV (Comma
Separated Values) File” Xf{HHE” ,

Export > as “PSML” Files

T H S AR BB 4 A PSML A% 20 CHLASZERRICTE ) XML X
Bomi S SCERERE. WA 5.6.4 1% ““Export as PSML
File” XJiftE”

Export as “PDML” File...

T H SO AR B 43 oA PDML (R B AR ic v ) #% 30 XML S
Bt — AN H SO UERE, WSS 5.6.5 15 ““Export as PDML

File” XI{GHE”

Export > Selected Packet Bytes---

T HYHITE Packet byte [HFSGERE 15 bW S0, K&
— NS HXERE, WLEE 5.6.6 7 ““Export selected packet
bvtes” XI{fHE”

Print

CtrtP

ITE P A A A AR E T 2 R 2 3 AT BN G AE o D2 5.7 1% “4T

ED /jE ”»

Quit

Ctrl+Q

B Wireshark, @15 R AR SO, Wireshark S48 &5 RAF

3.6. "Edit”"3EH

Wireshark f7Edit” e a5 p0i H LK 3.3

B 3.4. "Edit"R$

“Bdit 3R
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T test.cap - Wireshark

Mark. all Packets
Unrmark ol Packets

File B[ Wiew Go Capture Analvze Statistics  Help
Copy ]

= % 85 R @« 2 » F & ||[B|EH &« &

[ Find Packst... Ctri+F -

Fiter  Find Mext ChrlHM ¥  Expression... Clear Apply
Find Prewvious Ctrl+E

Mo, - Destination Prokocol Info
Mark Packet (toggle) Chrl+M Broadcast Gratuitous AaRP far
Find Mext Mark. Shift-+CkrI+M Mame guery MESTAT
Find Previous Mark, Shift+Ckr+E

TGME

S i S — e
Find Mext Reference 152.168.0.255 MENS Registration NE NE
Find Previous Reference 1%2.1658.0.1 DS standard guery A p

192.168.0.1 TCP 31596 = http [Svn]

& Preferences. ., Shift+Cerl+-P 1%2.1588.0.2 TCR http = 3196 [Svhw,

I3 L.&eiased L9e . LUo. U, & 152,168, 0.1 TCP 31596 > http [AaCk]
14 1.227451 192.168.0.2 192.168.0.1 HTTP SUBSCRIBE Jupnp/=e
15 1.229309 192.168.0.1 192.168.0.2 TCP http = 3196 [ACK]
17 1.248355 152,168, 0.1 152.1a68.0.2 TCP 1025 = 5000 [syW] ¥
p
= ”

PEREE =T
standard guery SR
M-SEARCH % HTTP/L.

Hardware type:

Protocol Type:

Hardware size:

Ethernet {Ox00007

>
0010 06 04 00 OL 00 0b 34 20 cd 02 o 28 00 02 WAL 11111
0020 00 00 Q0 o0 00 o0 <coasf 00 02 L e ..
Protocal kype (arp.proto.type), Z bytes Polz20D; 120M: 0
£ 3.3. Edit 3EHEM
FBIR P 3
Copy>As Filter Shift+Ctr1+C | PG T ARIE R B A BonityE . Wonid J8ks 28 D2 BT
Find Packet. .. Ctr+F FIF— KU HE R IE L BRI R A dk,  WL229
Find Next Ctrl+N E4fH Find packet LLJS, A8 FHiZSE B2 28 H USRI ) N — AN
Find Previous Ctr+B A HR VT BCRLI Ay — M
Mark Packet (toggle) |Ctrl+M Fric Yk Fenm. WaE 6.9 1 “bridfn”
Find Next Mark Shift+Ctrl+N| & F—AMArid e
Find Previous Mark Ctrl1+Shift+B| A AT — M Anic 1A
Mark ALL Packets Frid T EH
Unmark All Packet v Br bl
32;12'3; (toggle)  CTTMT DRI A 2%, WA 6,101 45 “fI B At
Find Next Reference HETF — S %A
pind Previous He BT — A 2 44
Preferences... Shift+Ctrl1+P j:]‘ﬁé‘ﬁilﬁﬁiﬁdi%’ /[\‘ri/\f:t&% Wireshark E(J%Iﬁ%%ﬁ, &EEE@%%&#@AK\
CERFRAT IS RAFAE R WEWEE 9.6 15 “prkm”

3.7. "View 3B

”

“” i
;‘ :

* 3.4

View

B 3.5. “View £

FATH” IR T Wireshar View SEHLIIETH



../%E6%A1%8C%E9%9D%A2/wiresharkcharpt/chek_packet.html
../%E6%A1%8C%E9%9D%A2/wiresharkcharpt/chek_packet.html
../%E6%A1%8C%E9%9D%A2/wiresharkcharpt/Customizing wireshark.html
../%E6%A1%8C%E9%9D%A2/wiresharkcharpt/userinterface.html

I" test. pcap - Wireshark

File Edit BUEES Gon  Capture  Analvee  Statiskics  Help
v [ain Toolbar
% ﬁ ¥ Filter Toolbar @ @ « P %0 ? & @l GL
El ¥ Statushar aﬂ:
Eilter: [ - Expression... g Clear 'ﬁ apply
¥ Packet List "éa,
Ma, - 1 ¥ Packst Details Destination Protocol  Info 4
1 v Packet Bytes Broadcast ARP who has 192.168.0.27 Gratuitous !
"
d Date and Time of Day:  1970-01-01 01:02:03.123456  [o o] = <082 00> <00 <00
4 Marme Resolution Tirne af Day:  01:02:03. 123456 p Eeport
S v Colorize Packet Lisk * Seconds Since Beginning of Capture:  123.123456 ery 5BV _Tdap._tcp.nbgr
B 1 o I - . ) 31923 Destination pot
= ] Auko Scroll in Live Capture Seconds Since Previous Packet:  1,123456 Ly S04 nthQEld._w.ﬂCl-fl.
g &), Zoom In Chrl++ | *® mutomatic (File Format Precision) ﬁgcﬁslgggté:;&c‘n 22
o] S Zoom Out Chrl+- Seconds: 0 By A proxycont . eaas0od .
I T pormal Size Chrl= Deciseconds: 0.1 SYH| Zeg=0 Len=0 M55
LB [ resize all Calumns Centiseconds: 0,12 NS R
£ Milliseconds: 0,123 ¥
T Evoand & Microseconds:  0.123456 a
Ethern| ST Nanoseconds:  0.123456759 Shi2d:75 19a)
Collapse all PR
® Intern pse 2 e e e e e e
= Transm| 38 Calaring Rules. .. rt: 3196 (31961, Dst Port: http (2803, Seg: O, Len: O
ulfly ] ]
DestH . Show Packet in Mew Window
sequ @ Reload Chl+R bience number)
Header length: 23 bytes
Flags: O<0002 (Sv¥H)
Window size: 64240 w
000 00 09 &b 2d F5 24 00 Ob &%d 20 cd 02 Of 00 45 00 “Uew. ] .-..E
010 00 30 18 48 40 Q0 20 08 6l 2c cD aB 00 02 <0 ag O.HE. .. 3,.0cuas
020 00 01 Oc Fc 0D 50 3c 36 95 F8 0D OO0 OD Q0 7O 02 B Y =X T p
030 fa fO 2F e0 0D 00 02 04 05 bd 01 01 04 G2 e e e eea
|File: "D ftest. peap” 14 KB 00:00:02 [Pr1z00: 120M: 0
F 3.4, "View KHI{
Main Toolbar T R Main toolbar (F T HA%), W 3.13 % “"Main” [ HA~”
) WREE K Filter Toolbar GeEyE T REA) WZE 3.14 47 “"Filter” ILH
Filter Toolbar L7
Statusbar SN BRECIR SRS, WEE 3,18 1 “IRARY”
] Wonak B Packet List pane (BFIR M), WEE 3. 15 11 “”“Pcaket
Packet List List” .
1S
i B~ [ Packet details pane ((EEIE M) . WEE 3.16 15 ““Packet
Packet Details 1 ”
Details”f]%
Bonaia packet Bytes pane (L7 W HIAR) , WLEE 3.17 % “”Packet

Packet Bytes

Byte” 7

Time Display Fromat>Date and
Time of Day: 1970-01-01
01:02:03. 123456

PEFEIX BL R Wireshark R I a) @i & o0 4656 H - e (EA H, I
SR, WEE 6.10 5 “H IR R RA % S ]

EE

XHE I FE Time of Day”, “Date and Time of Day”, ”Seconds
Since Beginning of Capture”, “Seconds Since Previous Captured
Packet” f1”Seconds Since Previous Displayed Packet” JLANi%& i

ST, BRI,  IRRINAT g .

Time Display Format>Time of Vo IS 1) 2 B Ry e 56 I TR — H A X (o A ), W 6. 10 45 “Hf [ i
Day: 01:02:03. 123456 A N 22 W [a]

Time Display F NI . . . . o e g . .
imo Display Format > Seconds KRR B B, TP, W2 6,10 47 i Gt it

Since Beginning of Capture:
123. 123456

N 225 E]”

Time Display Format > Seconds

Since Previous Captured
Packet: 1.123456

R I Te) R B AL A 5
1A 22 ]

MBS RIS, W2E 6.10 Y “If[a] Yo

Time Display Format > Seconds
Since Previous Displayed

R I TR BB A AL A 5
Rk A e S ][]

M ER B RHIIT RTINS, W 6. 10 4 “If[a]




SRETR

ik

Packet: 1.123456

Time Display Format > ——

Time Display Format > Automatic
(File Format Precision)

R 2 R PR S G I T A S 7, 2 6,10 11
Ak AN B

i)

HRE

“Automatic”, “Seconds” Fl1”. .. seconds” J& H.JF 1Y

4

Time Display Format > Seconds:
0

WEERINEY LB, WL 6,10 15 “Iin) @k S B ]

Time Display Format BWERE N 1,018, 0.0 B, B 10— #5545, LR 6.10 15 “i
> ...seconds: O.... 0] % oA 5 e 2 2 W) ]
Name Resolution > Resolve Name AT TR E B TS 7.6 T “ BRI
Name Resolution > Enable for -
A M i
MAC Layer AETTERT Mac S
Name Resolution > Enable for EL T 2 2 M G D) WA 7.6 AR
Network Layer
Name Resolution > Enable for A L 7.6 5 AR
Transport Layer
Pl A TN
HE

Colorize Packet List

IR (0775 28 7 B 2 B ARl 92 7 A A SO 1 T 52

4

Auto Scrooll in Live Capture

PEBIESEI S N 2 15 EShiR e, W RIEFE T %30, AT AR, 1
WIS IRARER BIRJa R . )z, ICTEA 205t LUR 1)
P, BRARET-shig b

Zoom In Ctrl++| R 744
Zoom Out Ctrl+—|4a/ N7k
Normal Size Ctrl+= P& I K/

VENIRERIN S

TR

Resiz All Columnus PrAEFE L AER K, — MR L
Expend Subtrees JETF¥93 3
Expand All FITA 533, kI R T E R T 435
Collapse All Wi BT LI BT 0 3

Coloring Rulues...

TP AREHE, k) DR 8RR H AN R 3 s . 1T )
REXT e AR e R AE A . AR 9.3 7 “fufa g WoRi'E”

Show Packet in New Window

EHTE DB R Eits, GOred DB S View, Byte View P/ NMTHIAR)

Reload

Ctrl+R

OB P Qi e S

3.8. "Go"EH

Wireshark “GO”SZH.F N AN 3.5

113 ”Go”%$‘lﬁ ”»

B 3.6. “GO"3KH$
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test. pcap - Wireshark

File Edit Wiew E Capture  Analvze  Statiskics  Help
@ Back flb+Left
o W e, &R &« %o 7 & [BE aa
B 5o to Packet... Chrl+a
E]Eilter:l - +Expressi-:|n... ‘@}glear f&pply
Mo, - Time T First Packet akion Protocol  Info 5
1 0.0000 & Last Packet Hoast ARP Who has 192.1658.0.27 Gratuitous ¢ -
O.200130 192165, I9z2. 168,02 MENE Mame query NESTAT %003 <005 <00 <00
L0256850 192,168, 224,00, 22 IGMP W3 Membership Report
048552 192,168, 239,255, 255, 250 ifnl Source port: 3193 Destination por
LOGE053 192,168, 192.168.0. ifnl Source port: 1900 Destination por
LOB205E 192,168, 192.1a8.0. 255 MWENZ Eegistration WE WBLOO&1D<00:
-226156  102.16%0.0 102, 168.0.1 TCP 3106 » hEtp |5YN| Seq=0 Len=0 Masi
227282 192,168, 192.168.0.2 TCP http = 3196 [5¥N, ACK] Seqg=0 Ack=D
< | >
Frame 11 (&2 bytes on wire, 62 bytes captured) ™
Ethernet II, Src: 192.168.0.2 (00:0b:5d:20:cd:02), Dst: Netgear_2d:75:9a (00:09:5h:2d:75:9a)
Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 192.168.0.1 (192.168.0.1)
= Transmission Contral Protocol, Src Port: 3196 (31960, Dst Port: http (200, Seq: 0, Len: O
source port: 3196 (3196)
Destination port: http (300
Sequence number: 0 (relative sequence number)
Header length: 23 bytes —
Flags: O<0002 (Sv¥H)
Window size: 64240 hul
000 00 09 &b 2d F5 24 00 Ob &%d 20 cd 02 Of 00 45 00 “Uew. ] E
010 00 30 18 48 40 Q0 20 08 6l 2c cD aB 00 02 <0 ag O.HE. .. 3,.0cuas
020 00 01 Oc 7c OO 50 3c 36 95 f8 OO0 00 OD OO0 7O 02 B Y =X T p
030 fa fO 2F e0 0D 00 02 04 05 bd 01 01 04 G2 C e aeeaan
|File: "D ftest. peap” 14 KB 00:00:02 [Pr1z00: 120M: 0
2 3.5. "GO"IEHIN
Back Alt+Left |BEEHAm D AL, AT D0 W 248 v (1) 1 g st 4 %
ForWard Alt+Right | BEE N — AN WAL, SR Y 2R
FIHF— A EAE, ATRE MRS, REEkE 2 N4, WZE 6.8 19 “F
Go to Packet Ctrl+G . .,
ok
Go to Corresponding N . .
BREE B AT N AL, W RAEAE, IO K
Packet
Previous Packet Ctrl+UP | BahBIEAIR P T — M, RIS R mRA S Y s, W T
Next Packet Ctrl+Down| B aBIBAIER P 5 —ME, [F Lk
First Packet 5l 2512 2R — A
Last Packet ¥ ah 2 7R s — M

3.9. "Capture”SEH

“Capture” S FA I 2 T 1 B LK 3. 6

B 3.7. "Capture”3EH

“”Capture” SE IR ”
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test. pcap - Wireshark

File Edit View Go BEEWES Analvze  Statiskics  Help
2 B Interfaces...
| ' “ & B8
o o @ options. .. ek | # 4 -« 5 =» 5 3 % f K
Eﬁtart
E]Eilter:l &l - +Expressi-:|n... ‘@}glear f&pply
Mo, - Tirne % ’ Destination Protocal  Info 5
1 0.000000 Capture ilters. . Broadcast ARP Who has 192.168.0.27 Gratuitous !
0.299139 192,168.0.1 192.1e8.0.2 MWENZ Wame query MWESTAT <002 00> 00> 20(
L0256850 192,168.0.2 224,00, 22 IGMP W3 Membership Report
048552 192, 168.0. 239,255, 255, 250 ifnl Source port: 3193 Destination por
LOGE053 192, 168.0. 192.168.0. ifnl Source port: 1900 Destination por
LOB205E 192,168, 192.1a8.0. 255 MWENZ Eegistration WE WBLOO&1D<00:
.226156  102.168.0. ¢ 102, 168.0.1 TCP 3106 » hEtp |5YN| Seq=0 Len=0 Masi
227282 192,168.0. 192.168.0.2 TCP http = 3196 [5¥N, ACK] Seqg=0 Ack=D
< | >
Frame 11 (&2 bytes on wire, 62 bytes captured) ™
Ethernet II, Src: 192.168.0.2 (00:0b:5d:20:cd:02), Dst: Netgear_2d:75:9a (00:09:5h:2d:75:9a)
Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 192.168.0.1 (192.168.0.1)
= Transmission Contral Protocol, Src Port: 3196 (31960, Dst Port: http (200, Seq: 0, Len: O
source port: 3196 (3196)
Destination port: http (300
Sequence number: 0 (relative sequence number)
Header length: 23 bytes —
Flags: O=0002 (5¥N)
Window size: 64240 hul
000 00 09 &b 2d F5 24 00 Ob &%d 20 cd 02 Of 00 45 00 “Uew. ] E
010 00 30 18 48 40 Q0 20 08 6l 2c cD aB 00 02 <0 ag O.HE. .. 3,.0cuas
020 00 01 Oc 7c OO 50 3c 36 95 f8 OO0 00 OD OO0 7O 02 B Y =X T p
030 fa fO 2F e0 0D 00 02 04 05 bd 01 01 04 G2 C e aeeaan
|File: "D ftest. peap” 14 KB 00:00:02 [Pr1z00: 120M: 0
£ 3.6. "Capture”SEHIN
SRR Eg? ViBH
Interface... FEBR HOO TERE G P AT P Y g 4 10, LR 4.4 17 “ AR DG EAE
Options... Ctr1+K [FT T B Bl ek T 1 HE, (WL 4.5 % “Hli e de I uiAE ) - ol LAFE T Uit de
Start SLEPJFIR A, BCEHS S S MR IR
Stop Ctrl+E | f# 1L IEAEEAT B, W28 4.9.1 4% “Ao Pl
Restart IEFERFATREEN,, 5= B4, TR IRIRE 1) 3 B EHOH T el 3. (AR A A 2
Capture FITFAPIEHE, giiRideid e E, nlLhar Al kes, ORAED Ho i FE A Wz 6.6 4y
Filters... CREN, PRAFREYELR”

3.10. "Analyze”SEH

"Analyze” SR NE 3.7 “"analyze” ZHIj”

3.8. "Analyze”EH§
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test. pcap

- Wireshark

Q55053

File Edit WYew Go Capture

E]Eilter: I

Mo, - Time Source
1 0.000000 192,14
2 0.293139 192,14

4 1.025859 192,14
6 1.048652 192,14

LO82038

] Display Filkers. ..

Fir

+ Enabled Pratacals, ..
3 Decode A5,
eH User Specified Decodes. ..

Fo

Ex
Ex

192!1'—"-'ILI'IL

Prepare a Filker

Statistics  Help

4 B

Selected

ewall &CL Rules

Shift+CkrH-R

p | Mot Selected

.. and Selected

. 0F Selected

.. and nok Selected
.. or niok Selected

B8 - a

Y clear o apply

N

nas 192.168.0.2% Gratuitous ¢ -
query NBSTAT %003 <005 <00 <00

llovy TCP Skream

pert Info
pert Info Composite

R

T s IO

102,168,

W3 Memwbership Report

Source port: 3193 Destination por

1900 Destination por
ME NELQO&1D 00>

Source port:
Fegistration

h‘ttp > 3198 [sw

| Transmission Contral Protocol, Sec
Source port:
Destination port: http (300

3196 (3196)

< | >
Frame 11 (&2 bytes on wire, 62 bytes captured) ™
Ethernet II, Src: 192.168.0.2 (00:0b:5d:20:cd:02), Dst: Netgear_2d:75:9a (00:09:5h:2d:75:9a)

Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 192.168.0.1 (192.168.0.1)

Port:

3196 (3196}, Dst Por

t: http

[eoy, =

Sequence number: 0 (relative sequence number)
Header length: 23 bytes —
Flags: O<0002 (Sv¥H)
Window size: 64240 hul
000 00 09 &b 2d F5 24 00 Ob &%d 20 cd 02 Of 00 45 00 [-u... 7. E
010 40 00 80 06 61 2c <0 af 00 02 cO ag Oy [ Aynnnnns
020 o0 50 3c 36 '-I'-'. 1':-: o0 00 00 00 F0 02 7
030 oo g0 O 4 01 01 Q4 g2

I'Fransmissin:un Control Protocal (tcp), 258 bytes

[Pr1z00: 120M: 0

£ 3.7. "analyze”SEHINR
SEERIR Sy L
Display FITF I JEA X T HE g 8 e i, W DAy Ak R e, R A At s A, L

Filters...

H06.6 0 9 N, RAFTTYEAR”

Apply as SR I8 BRI LRI N o ARIRIEREI I, Y T T B S Bl i Ok B A
Filter>... Detail THIBR LT B

Prepare a G Rr ENdvE s, UASISIAIN . FEIFERYE Y ErIE R, oI S S
Filter>... J¥% Detail MHIMIERE PR F B
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. fﬁfﬁEﬁgTT3Fﬁ%%%%%[JxﬁiE$E, DA A g 0, W 4.1 ““Capture Interfaces” it 4% LIXHEHE”,

PRI T BT S K45 1 )3 Sl 32

. ffﬁ{ﬂﬁfwﬂfﬂ%”mﬁ%iﬁlﬁ”?ﬁ%ﬂﬁij]ﬁﬁﬂ@ﬁﬁﬁﬁ%’ WHE 4.2 “”Capture Option/fdHEi% 55" X {HAE”

. m%%%&%%ﬁwﬁﬁﬂﬂﬁmgiﬁﬁ,@ﬂuﬁﬁﬁﬁﬁﬁm@%%ﬁﬁ%%ﬁﬁj%ﬁ%ﬁ%ﬁ%o
o  WMAARCLREERICIE DR, Al ERIN | fr 4 WA AT T aa e :

wireshark -1 eth0O -k

Eiar S N eht0 IR, ARMLATMNHSIEE 9.2 T “Nanf7 iz Wireshark”

4. 4. FHREOXEHE

WRE NP PIER Interface. .. 7, B WE 4.1 ““Capture Interfaces” fiiHe 8 LIIEHE” B 7R [P0 TEAE

e
=
@ FI " Capture Interfaces”/HFEXTiHHENS RN IEAE BoRHiHE M HEE, XS REWHAERM R . S Hh
P T B I A Z AROZON TR AE o 38 S ) RGPk fig
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2y 8
? EAKIEHE N R A C AN M 28821, Wireshark W REJGIERIIN 2 FrA A REZ 1T, Wireshark ASBERIINZT
FER P M4 10, Wireshark JHAEAEH 41 H w] FH P M &% 4% 11

B 4.1. "Capture Interfaces”#Bi#E:OINHEHE

" Wireshark: Capiure Interfaces

Descripkion P Packets Packets/s
j. Adapter For generic dialup and YPM capture ‘ ﬁﬁtert ﬁgptinns dgetails
. Broadcom Netitreme Gigabit Ethernet Driver 1070 s 110 1 ‘ﬁgtart | . options | | (el Details

@' Help X Close

Ei/ 34
MERAE RGRBUM B LS B
IP
Wireshark BEMFNT I SE—AN TP Huhk, 2 B4 10 R A 1P Mkt Can, ANAFAE R H 9 DHCP AR 45 %%) » F52 l 7~ “Unkow”,
WA A TP 1, HERHE A CEkEffiE M o).
Packets
FIEE ), A E ORI ERNEH . R —ERaslsla, s ERNKE
Packets/s
il — AP BB H o R BT — PR R R, B AR R
Stop
51 Y s AT i e
Capture
MIERER B ORI U R e, A s — e i .
Options
FI T8 O PR IE O TR HE, DL 28 4.5 5 “ HHR R IIOGH LG A ”
Details (¥ Win32 & 4t)
FI TR UEAE T8 L 445 B
Close

IR PR AE

4.5. FHALEZIN TEHE

WERE PSR B " start. .. "8 (808 A E T AR N HIITH ), Wireshark 3 “Capture Option/Hili ik I
"XTUEHE. W 4.2 ““Capture Option/fHHEiEIN " X 1HAE” Fros

B 4.2. "Capture Option/FEHRiEIN ~SHiEIE



../%E6%A1%8C%E9%9D%A2/wiresharkcharpt/capturing_live.html
../%E6%A1%8C%E9%9D%A2/wiresharkcharpt/capturing_live.html

" Wireshark: Capture Options

Capture
Interface: | Broadcom MetXtreme Gigabit Ethernet Driver: \Device\MPF_{4C40DBEER-AC95-4B46-9 E]
IP address; 157.163.15.28

Buffer size: |1 o megabyte(s)
Capture packets in promiscuous mode
[] Limit each packet to bkes
ﬁgapture Filber: E]
Capture File(s) Display Options

File: IUpdate list of packets in real kime

[] use multiple Files ;s diEi e
Automatic scrolling in live capture

Hide capture info dialog

Mame Resolution

Enable MAC name resalution
Skop Capture ...

[ ... after Enable petwork name resolution
[] ... after

7] ;
F] . after Enable transport name resolukion

ﬂﬁtﬂft || X cCancel ‘

 RBE
} WA TR TR R LRI

PRRT LG LA (R G 7 Badh AT i
4.5.1. FH#EB

Interface

G BARE AR AT R B ROAE e — R — MR . A RS, R L, 2
PEARAREAT I 3 0 o BROAEE 2 SRR B non—loopback (AEFRMD) Bz 11, Wi SEBATIXFEME D, 55— 2
W AERLERGH, [P HA SRRt (vindows P& R IR LA SR )

Em2ATMI -1 dinterface>ZH(n] LI AR %L

IP address
FORGERE O TP sk, WERRGATRE 1P Hulik, $4 B75 8 unknown”
Link-layer header type
BRAERAT LeRe R N ], SR RFFIE TR N . A TR 27, L 28 4.7 I “RRRR SNSRI

Buffer size: n megabyte(s)

S AN A G )2 KA o %I IIUE ¥ B N HE B LA T DR B AE A% D G h il S i O RV, SRR L 25
(ERIE= v PR

HE
Ei 2RI IE A T Windows &

Capture packets in promiscuous mode

7€ Wireshark S G, BEE 14 ZBOBit CF 2 NBIEA IR A0 o W SRARRIBRE 2L, Wireshark K
FURE ARt PR FLU M 1 B 60, O RERT A Jr P B i )

EE
Ei T SR A R g A R s B A AR BRI AN PRz T, s AR T2 .

EE
a AR 2SR, AR R s BES B R AN W BT A IR 2800 o A PRE UL

http://www. wireshark. org/faq. html#promiscsniff

Limit each packet to n bytes
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FREMRIL R T, BAERBR T R T Ry . “snaplen”. "IN RAR I RiZE T, BRIAME A 65535,
G TR ZH S, RS LR H O AR A R G B B0 T R, 25— 5, RGEAKIN
B o X HUBCEL B AT A E L AR )

o MRARAH T, REAFRIME

o WIRARANTT LA R EHE . Blan: R EATTEEE )2 TP I TCP A3k, T REAHZE B — AN/
PO RS . XA R RD I cpu Ay I TR 00, BFHREMNZEA R D W e S 25 i
I 25 2 R S A T g 2 A W 2> — R

o TN RARIEA WAL 1 BT BE GE M snpaplen W 7 40) , R AT BES A& I A IS g AR ARCEE () 4, o 1 s 35
ST ES T . BUE RO B DT RER Sy, AR IR e AT T 2 i R IR UL

Capture Filter

R TP IE. MRS A 4.8 1 IR FRA A, BROATE L R R

FIFEOR A Al s e dc L, i o i R e i e T G sk AN id g ds, TRIEE 6.6 % “w X,k
EBURISS

4.5.2. REBIEWIY A

IS BRI IR I PR A A LES 4.6 17 it SO a, B i

File

FE s T HiPE SO A% . 2P BORNE S H e R RFF A, SRR S AF AR IR N 3P . PRI
B 4.6 7 CHiER AR, B R

PRnr DA s e A 0 42 3T OO0 U8 B T T S A
Use multiple files

W RARE R ATFIE B FHE, Wireshark Ry BBl BN ANB SCIF, A2 & HI A S
Next file every n megabyte (s)

& HIET Use multiple files, MIARSH AP R RIERITE EH, R ALY 215 AT
Next file every n minutes(s)

DUEHIEEH Use multiple files, WA SCAFHFEEI THIE BIFR 6, Re D1 B8 AT
Ring buffer with n files

GG Use multiple files, {2 il e B H 32 F,
Stop caputure after n file(s)

SOEHE Use multiple files, 44 media e 80 H SCAFI S AEZE BT — A SCAFI A5 EAf B2 (CE R n ANIERE ntl A
SCIE?)

4.5.3. {FIEFHEM

.. after n packet(s)
TESHHE 245 € 20 H Bl A5 15 1Al 4

.. after n megabytes(s)

TER TR 245 € B BRI EdE (byte (s) /kilobyte (s) /megabyte (s) /gigabyte (s) ) G5 14l #e . WA EH "user
multiple files”, iZIEIE &K D

. after n minute(s)

LEI5 B4R 5 )5 121 e
4.5.4. BRPER

Update list of packets in real time
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TEALHI TR SN SRR B . W RSRIERRIZIE I, 7 Wireshark iR 45 W2 Tt AN Ge Won it . an2Rik
ZAEIT, Wireshark K5 A2 e NS A RERE, T8 i 1l S ERE A oy a4 (o BE R .

Automatic scrolling in live capture

&€ Wireshark 7647 82 NN LR AR B, XAEECR— HREE BB . [, WIEF s
POBEAEATAR, HAS ARSI, AR B E "update 1ist of packets in real time”, IXIEIURZ K
ANHTIE

Hide capture info dialog

HETZIE I, 42 B A B R A
4.5.5. BRRMRHTRE

Enable MAC name resolution

W E e ik Wireshark 13 MAC Hihb 248K, WZE 7.6 17 “H WA

Enable network name resolution

& FOVF Wireshark Xf W28 stk 04T fdE b, LR 7.6 1 “ ARREAEAT”

4.5.6. ¥

AT 58 ERBCE LU, R0 KAl start $E 34744, 1 n LA Al Cancel IR H 2.
THaisE LR, R R AR I U mT U i, W28 4.9 1 “fEifif b feh”

4.6. WIEHFHA. HARE

£ Flideit, libpeap #2514 (1inux A5G ) SINHOK B MR HEAFBUE HXR U BN A7 N - X LS
Wireshark SEHUIFORAE B g € OFfiFE SCAFH

DRAF A HHE B SO, PR 2 i s A

—, ®B7

i} AR BRRSCPE B JB) B RS AE AR . R RIBEAT I TR, siE b T A mart 'R Mg, %18
IR 21 Mul tiple files/ 2 SCIF M. LA LURH #2070 B0 24N SCF. XAF R IE & b
BRI

— ¥R
] 2 SO T RES DI b N SORIRAS R e Wireshark fREAEAGK B FUFERE, Prileafsd bR 30k
(G i) 780 RORIER B R ST & (i dn frf Ak = 2B Nrf Be, b2 G 4 40) o IXLUfE B REAE A
AR RN, A 2 SO BT BE Bk WA 1 B R S AR R By R RAFAE AN S, AR AR
HILE ) —A 30, AR RETGVE S 2T T L SCORHAE

—, ®’7
i} RIS HFAE R, v ie??

R 4. 1. HRSCAEREUET

I YR PR N o ’R]..ng bUffer
m;ﬂlﬁggﬁeﬁmnmﬁ' Mode B A TR

EW
Single t ,
- - - INgLe LeMpOTary 1 orXXXXXX (where XXXXXX J&—Njlsr{i)

file
foo.cap |- - Single named file foo. cap
Multiple foo 00001 20040205110102. cap,

foo. -
00. cap | x files, continuous foo_00002_20040205110102. cap,

Multiple files, ring |foo 00001 20040205110102. cap,

foo. cap |x X buffer foo 00002 20040205110102. cap, ...

Single temporary file

R 2 BUEEFFAHT AN I SO (BRINET) . Slide SCIREE AR, SO F Rl EAH P i e 3044
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Single named file

SO, A RAR AR E H o, B ak

Multiple files, continuous

5 single name file BEARML, ANFEGAET, AfMHRIERIZ ARG AN 20, 8 —HcrEH
Tl

Multiple files, ring buffer

E’multiple files continuous” UL, ANEZACLET, BRSO3 H FE. 24153 ring buffer with n
fERy, S — ORI, WA= .

A 3R] AR il e KA s ) A B, RIVER BRI S Bl A, e DR B e im LAl e 2

4.7. HEBREQLRR

FEEHNEDL R, IR EHE R 2 WK R IR R B IE TSNS DL, BERIEF SRR L 2, PrEh
PRt B AN TE TS A

YR ARAEIERIRA BSD A R G N MIEFF 802. 11 B4 L R M e ) it Bodle , mT RERG 2417802, 117 A1 "Ethernet”
i I . “Ethernet " ff &x T SURMIE R M G Dy LUK RISk CRFITE S AN N Py i 38 SEAER L) ; 7802, 117 R4
SEATHAT 802. 11 ik W RAHHEI I N HRE P AN SCFF 7802, 11 k", IR7r Bk 7802, 117

W ARfF H Endace DAG card (GEFr 2% WS A1) B2 [R5 52 02k (& 7E: E 34 synchronous serial line, A H.
BHPEAERT SO, RS, RIS FR) , TRES HIL"PPP over serial” B “Cisco HDLC” (H & google %)
Pk RE. MWRAER E S IERE = EHE I —1

AR Endace DAG card (JA) 1) 421 ATM 4%, FEHEE"RFC 1483 IP-over—-ATM”. “Sun raw ATM”fiEiE+£%. 40
AL (S /& REC 1483 412 TP (RFC 1483 LLC-encapsulated TP, ANBHE NWb), 8%3% B4R A H: SunAT™ ik 1)
N R FHide, EFaE. RZEFEE.

WRARAE LR S, Bt "Ethernet” . "DOCSIS” fiLik$¢, WL HESELE Cisco Cable Modem Termination

System (CMTS & R F) 4l Fe 25 2 o PR I fE R R A5 ? ) N HIFE S o & 285 DOCSTS () b H 25 20 R 45 11 A3 s 1) DA
KM, e . PRI R EEIER"DOCSIS”, k2 M 2 .

4.8. HEATIE

Wireshark 4 1ibpcap & J&iE ) 34T HE 0 € (what about winpcap?) . {E tepdump E AN, (HIXLE H & T
EAMESE, T DL LRI R A

~ R’BR
N PRAPAM http://wiki.wireshark. org/CaptureFilters Fk2IHEHE L JE 4.

7E Wireshark fi#i i i% (W& 4.2 “"Capture Option/fH{HElE I X IHAE” ) HEM A HE L IEF B . T IrE A
BT tepdump fHAEEEIE S . £F tepdump £ http://www. tepdump. org/tepdump man. html 7] PLFE 3] tepdump
AL

ey IE 0 AEUE (and/or) BEATHATIE AR LGER:, i EvTIER), S PRYT not:
[not] primitive [and|or [not] primitive ...]

Bl 4.1. #WIRKEBIFEEHHE telnet Bl

tep port 23 and host 10.0.0.5

ABIfPER A 2dq i EHL 10. 0. 0.5 1) Telnet JAF, s T WA and MDA RIC. F4— P70 4.2 “H
MEFTAH AR H 10.0.0.5 ] telnet A" FEORWTHHLITA ALK E 10.0.0.5 K telnet 15,

Bl 4.2. FHIRAEAERE 10.0.0.5) telnet EfF

tecp host 23 and not src host 10.0.0.5

BEAL 2 i I S 2 il . (ERIF BRI
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— /N A N A
[src|dst] host <host>

BEREA L IC R VFARI B AL ip M sRAAFR AR AT LMRSE R 2 sre | dst SCHERRAR E AR OCUE I 2 Yt Hkid /2 H A
Hudik o AnARORARE, R ALt IUAE S b ik B H AR bk b 040 2 B TR

ether [src|dst] host <ehost>

BE PRI SRV UR L B ML DA W itk o R AT AR 56 H i B sre | dst 7658 1] ether Fl host Z [1], SKAfE /R
FER RN E S H brdiht .t R TR e, A b

gateway host<host>

I IL 5 2 host 1E 4 WAL . IX i S LL LUK Y5 b bt 5 H bbb & host, {HYE ip ik Al1 H AR ip
HEHSANAE host Y

[src|dst] net <net> [{mask<mask>}|{len <len>}]

ﬁﬁ@%ﬁﬁﬁLﬁ 1Tuﬁ%ﬁ%h%smwﬂ%%%fﬁ%@%%ﬁ@%ﬁ%ﬁﬁ@%om%%&%&
faoE . e Mg IR OE 7 H AR 25 IR o ik £ . S94h, ARA]T LU 1 M HEfS % CIDR CLZRMIEIE L)

[tepludp] [sreldst] port <port]

33 tep, udp K 5. AT LUME sre|dst Al tep ludp SCHE KA @ K A UL H AR, tep PHIUEZ udp L.
tep|udp 2 HELLE sre|dst 2 Al

less|greater <length>
KA ER M. CRTEETEVNTEET)
ip|ether proto <protocol>
WP TR E WP BHE UKW ZBE ip JZHH
ether|ip broadcast|multicast
HFELLKI/ip ) ke 4k
{expr> relop <expr>

Bl —NE A g R IR, CRIEFR M AT TS B S BRI, 1
http://www. tcpdump. org/tcpdump man. html

W
aft

4.8.1. BFTWEREERE

R Wireshark s&fff I FEIER W NS AT 1 (B anfdi B SSH, X11 Window #rith, Zumissas) , TREdEE A 201 it I 4%
fRr, SRR BB P IE[E - A KA Gl W2 AT )

ROELBE XM G O, wireshark nf DABCE N 1R AR BIAT IR CEL 25 R MBI R) , A3 idjgask
VLRCIX Mz . DARE S Al B2 Wireshark flife e PRI

AR R DL T o

SSH——CONNECTION (ssh)
{remote IP> <remote port> <local IP> <local port>
SSH _CLIENT (ssh)
{remote IP> <remote port> <local port>
REMOTEHOST (tcsh, others?)
{remote name,
DISPLAY (x11)
[remote name]:<display num>
SESSIONNAME (terminal server)
{remote name,

4.9. FEHHERIEF

FHPE, 2 HYBL R XS AR


http://www.tcpdump.org/tcpdump_man.html%20

B 4.3. HREBNEE

& Wireshark: Capture from Broadco... E@E|

Captured Packets

Total 148 %% of kotal

SCTP 0 ) 0,0%
TCP 4 | 2,7%
LIDP - [ TTTHR 68,9%
ICMP 0 ] 0,0%
ARP s T 16,2%
O3PF 0 ] 0,0%
GRE 0 ) 0,0%
MetBIOS 0 ) 0,0%
IPX 5 T 3,4%
VINES 0 ] 0,0%
Other i R 8,8%

Funning oo:00; 11

i

R IEAESS R R T BRI R, PRSI T SRR I SO (A SRR )

il

. B
"‘~ XA K UEHE T CAE B,  ZE BRI e I 1EHE 132 B "Hide capture info dialog box”BIT]

4.9.1. EIEFHR
BT IR R AT LU R A0 R A )

1 s ke L@ stop v L

2=
Ei PSS UTHE A nl RERL SRR, WIIRARIESE T "Hide capture info dialog”

. HHZE I Capture/ ﬁ Stop”

2

3. T8 stop”

4. PR Cerl 4B

5. WISERCE TR 04, T B4 2 B )l

4.9.2. EFEHER

BATH A SRRl I R 8l IR ) B UG T . R IR e 2] LR AN BB, AR LR
e, EATRET A

B A DU ER IR, R E RS, ERE R N SR U PRy 20T DUSEELE B A )il
e

.
1. ffH %Eﬁlﬁ”Capture/ﬁ Restart”

.
0. T AT BE Restart”

R Windows L2815 AR B SRARE K IS i )y ml LARE G AR B O IO T AR, AN R RE A LB

SRR RN A SRR 2 AR T A O, BRSO, MRS IR B T A . SIS E ) Ak,
Wireshak & W BrA AL, AHIFANAE HAH R
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SRS AT 8, KRR BNZIA A E R B, 2 W Winpeap WA, WRAIZ ARy, snap: fUG, PR, len: KJE,
LT AL AL, T RN . FER B BN AR AR P22 snapshot length, snaplen NiZ2& —# ]
FEIBA, PRI
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% 5 B A/ Bl RITH
5.1. PiEA

TR A e A A

191 /@ N2 A 2 S0P
RAT /3 22 Bkt X 4t SO
& I e S

ITEIE

5.2. FTHHHRCHF

Wireshark T DS AT AAZROSOPE. ARBEHGRKSESCfF, N TR s T RRANY:  “File/=90pen” . Wireshark
Ko BT I SO M. PEILER 5.2, 1 17 “FTIT Sl AR AE

o MRERBBCIREE T E
"\j SHTIF IO, KA BN SCPHE BR SR E s AR AR T T 1 S FRIARIK) Wireshark T8 Mo (BB REAZAETTATF
EE I EEEE

TEARERNF AR, WSRARBEA ORAF 41T 30, Wireshark SSER7RIRE R IRAE, LABERAOE 0% (FRm] UAE B 1R 1 gk
B3R IRAT)

B Wireshark A F#& 2 (1ibpecap #& =, [FIFEHE tepdump/Windump A1 HAhIE T 1ibpeap/WinPcap ) #b, Wireshark
A DR G sz BOF 2 e SO e SCRFIS AR W2 5. 2.2 15 o A SO L

5.2. 1. FTIFHHICAREHE

FTIF AR TEAE AT DL B O AT ORAF RS0 26 5. 1 “Hp e AR B 4T I AR AE ” B T —28 Wireshark T 7F
SCAERTEHE B 1 o

—, MR BT AR TRERIERS
éi SHEHER 7R 7 R THRAER G, DU GTK+ T RAERI IR . EAE B AU, FEATNREASL —HEH.

H S EHEAT O -

o IEFECAFFIH R
o M Open/OK ¥4, EFARTE EMWSCAFIFFT I
o it Cancle #&HLIR [M] Wireshark 3= & I AN AAT] SCAH:

Wireshark XJ iHHEARERRAEY

o WREHPICIE, PTULEER SCHRAE B (BIasCrER A, B o o)

o ERTfilter: "Il WoRFBURE BNl gAY . MRS S AEIT T SCAT R N ] ARSI Y8 AT IN S BT RS
Rrtre WA IR S SO a0, WREREE ARG, BOohaxt. fili filter 28 ST T UEXS 1h
HE, AT A Bon i gERk . (FEILEE 6.3 17 “JImifid g™ )

XXXX-we need a better description of these read filters GPliiiixX— B iz B L I N4)

o AR RIEAESR AR L BE MR AT S AT PR 7.6 T A BRI

N BRI RERE
N ARATDAEST I SO R B U R g B, AAARRMRAT BB . (HAE LRI SO b 3 A T IR e A 2 T
KEMIISTA) . ARG DL N BT TP AUt T A OILDE, AT i L

& 5. 1. KEIETRIT ISR AE

Microsoft Windows (GTK2 installed)

Bl 5.1. Windows T HIITFFRiGHE
IS AE — e A 3 — 48 wireshark ¥/
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'Dm...

(B testi_ooo01_20050819181503.pcap  [[lltesti_00007_20050819181508. pesp
(BB test1_noonz_20050819181505.pcap [lltest1_0000E_20050819181509, poap
[B8test1_noo03_20050819181505, peap. [Elltest1_D0009_20050819181510,pcap
[EBtest:_nooo+_zoos0819181506.pcep  [ltest1_00010_20050819181512, peap
[Bltest1_nooos_zo0soe19181507. pcap [ltest1_00011_20050819181513.pcap

[EWtest1 _ooone_zoosoa19181507 peap  [lests _noo12_20050819181514 peap

« O

Look in: | i fikezet

| £

File name: hest1_00004_200506191 81506, peap

Filez of typec | &1l Files [ w

| Filter [ Filenans; te=tl_ OO0 _2005087
Framat: ‘Wiresharktcpdump/.

MAC name rezobston Siga: 1031 bytes

[+] Metwork name rezchution pop g

Vransport name iesohiion First Packet 20050819 181506
Elapzed 00:00; 00

WSO G ATE P 5 1 «

o WIRTWTH, "help”#HI K SFTITFATNT W -~ Tt

o "Filter. 4%4l 1EMATHRAN windows FAHTH (FFH T —
T, BN, H i AAEE 2 v )

o HRRPLRINAE: WL Wireshark JGVETH ML T R HE SO,
Open F& 4K b K (A AT ™

5.2. HAR GtK T HIHT FFXHEHE

3 Frharmal: {ipan Captere Filo

ot

x Fiuty

+ - | i g sl

- Flanara: TENOD NI g
|D'4'°"' | Format: Mz an P, Dmrnal shx o
(7] Ercbe PAE Pt i s o 1 T I
1] Ersmhe ot v v v Ptz ki
Pt Puchat 43R 1 R
1] Erestden by st e yrnaisar Flapand e i
By N el
Bl

Unix/Linux:GTK version >= 2.4

IXSEFE Gimp/GNOME S [ PAEE T ) FT FF SCAFE XS T HE

X ISR G AE PR B B
“7 AL AT LICRE AT L R K H SIS I BB . B TR
H %o

o TTHAH T UURRR AL H R AR PIEH I H R
("Home”, “Desktop”, “Filesystem” A n] LLFZ4)

o WIH Wireshark ANEEnIIEH HHE AT, “Open” F 44 i
KEATTH .

A 5.3.

Wirmshark: Upsn Laplum e

ot 0 Caiwtn Fim Farara fin
il )
Cwscion Fil | j
A acrchu rd
i kol
ok o Lok Sauiad b
ey, b o
e, el Whibes
Dsbaigh, e boades ob
Dishasg GTEI el bacei
Desbasg GTET. Med_bas
i abedl b aby
[ a1 ALITE S
b ALITHO NS SHORT
ke, ALITFO RS SHOAT FOFeAT
[ wdogmn th
ik £ | capnizic !
L] .
Fl
B sy
| Eniabla b rans rasshudon .
o Erashis petesiet vt sy Pkt
Frd Pachat -
| Erishis hurogsos rama razchien i FEHE
Salacion I eyt
[ |
[ | _cows |

Unix/Linux: GTK version < 2.4 / Microsoft Windows (GTK1
installed)

gimp/gnome S.[AIIAEE, % windows gtkl NI
20T HE U B
o R ARFEUHABSCAE, Open 241K A K AN R] F

IR T —TF, LW 4 cfE, Wireshark #3222 TF, FIEiGE R 7Y

5.2.2. BN

AU T I e SO 81K

e libpcap, tcpdump and various other tools using tcpdump’ s capture format

e Sun snoop and atmsnoop

e Shomiti/Finisar Surveyor captures
e Novell LANalyzer captures

e Microsoft Network Monitor captures
e AIX's iptrace captures

e (Cinco Networks NetXray captures

e Network Associates Windows—based Sniffer and Sniffer Pro captures

e Network General/Network Associates DOS-based Sniffer (compressed or uncompressed)

captures
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e AG Group/WildPackets EtherPeek/TokenPeek/AiroPeek/EtherHelp/PacketGrabber captures
e RADCOM s WAN/LAN Analyzer captures

e Network Instruments Observer version 9 captures

e Lucent/Ascend router debug output

e HP-UX's nettl

e Toshiba’s ISDN routers dump output

e ISDN4BSD i4btrace utility

e traces from the EyeSDN USB SO

e JPLog format from the Cisco Secure Intrusion Detection System
e pppd logs (pppdump format)

e the output from VMS's TCPIPtrace/TCPtrace/UCX$TRACE utilities
e the text output from the DBS Etherwatch VMS utility

e Visual Networks’ Visual UpTime traffic capture

e the output from CoSine L2 debug

e the output from Accellent’s 5Views LAN agents

e FEndace Measurement Systems’ ERF format captures

e Linux Bluez Bluetooth stack hcidump -w traces

e (Catapult DCT2000 .out files

FEERAY (R PR T RETCVA TR . DK MIRSE N RHE I I 0 A o0 — A S T T . (HA e 2 A (G4
IRIREL) , ANJEPTA Bk A wireshark 6.

5.3. REHRA

PRATLAERL File—>Save As. .. SEERAFAHIRSCIF . FEORAFIN W] LB FEORAFIRLE €0,  DAAH At sUORAT o

S TR TS Sy
RAFT A DA L Bl CAWTSMBA TR, 222

z AIERH/ERBTT REEE & SBET IR .

5.3.1. "save Capture File As/fRfE3CHER"MHERE

“Save Capture File As”XJTHAERH T ErAr M arfiHe s 2 SCF. 2228025 TAZA TEHE i) — L8451 1~

SRR BN T AR TARBRIER S
Eiﬁﬁ@%ﬁ%ﬁﬁm%?%%ﬁ%%%ﬂmwiﬁﬁmﬁ%ﬁﬁo@ﬁ%%%ﬁ%%ﬁ%*ﬁmo

£ 5.2. FEEFETHY"Save Capture File As”HEHE

B 5.4. Windows FRIMRFEAINEE
3 2]x]|

Save i | 1 ll=set = ¥ [ M-

B =y oooo_zoosoaiaisisoc.pcap [test1_oooo7_zomscmisisisoepcap [EMtest) _00013_20

lm--__n:tc-:z_;nnajanva:a:ns.pm I-mu_uuua_,::nm;?;s;m prap Ilul.l_il]'.ll*_?tl Microsoft Windows (GTK2 installed)

bestl Q000G _20050819181505. poap bkl 00009 2005031915151 0upcap teskl 00015 _20
bestl 00009 _Z0050019101%05, poap bkl 00010 2002001910051 2 poap test]l 00014 50

Eltestr _oooos_zoosoarmiansor.pesp [[leestt_voonn _somsomisisisizpcap [ @eest1 _oooir o N . .
Bl et oocoe_zoososiaisisor.pcap [Eltestl_ooo1z_zomsomisistSidpoap [Eltest) _00015_20 ﬁtXﬁlﬁTﬁgﬁﬂ?ﬁﬁﬁ*% wireshark j:r){:%'

£

w

File parme: seet]_ D005 _20060EN 5181 507 peap Save ﬁtﬁl‘lﬁ*@ﬂ‘]i}ﬁ EU%:
Save as hupe | Wasshaiktcpdumpy . - ibpoap | posp” cap) - Cance
(o o WERATH], “help”fZHUKE AT IFAT I T
o IRARARIA S A -1, peap, Wireshark 2% H 3l
oisillete Iz A& PR 44

) Caplued () Displaysd
{#) &8 packets 120
() S ebexchend praschnt 1

) Range 0

Unix/Linux:GTK version >= 2.4
B 5.5. HR GtK T HIRFFANEIE 327 Gimp/GNOME ST FREE R (A7 SO i HE
X S T HE PR 3 ]




e “Browse for other flders”{if) “+” M n] LLibARTE & 3
HARFHIN B .

@ Ethereal: Save Caplure File As E|@|E|

Maime: |

Save in Folder: [mDﬂ, hd

Packet Range

[ Capbured “ Displaved J
(® all packsts 120
() Selected packet only 1

() Specify a packet range: i}

File bype:  lbpcap (Ecpdump, Ethersal, etc.) v

# Browss For other Folders

Wireshark: Sawe Caplure File As

Create Dif | Delete File | Fename File |
[ i s bvei sion |
Divectaiies B [Fies =
A acihiciude.md
) aciocal-Hags
aclocalfalbackh arpeap b
EE aipoap_loadec
debiant arpcap_loadesh
Diebugh aipeap_losde aly
Diebug_ GTET alert_bow.c
D_cbu\:_EuTKE'-. aleri_bow.h
dimete set_bon ol Unix/Linux: GTK version < 2.4 / Microsoft Windows (GTKI
o A | .
installed)
Packel Range
[Captured Dispiaye| gimp/gnome H.MIAEE, % windows gtkl FHIF.
# All packats 120 21
w Selactad packst only 1 1
we HMarsed pachets only
V:I '|'|'|“u|-_|'|;-|'|-: L d |
e Specily a packsl range: 1]
Fleype: ‘Wieshakicpdump/  -lbpcap I |
Seleclion: I _aiffepeesassmmn cubyerton
[ |
ok | cawel |

ERLIK LS TEHE, KA ASAT 0 R4

B AN R RE 1) 3044

TP ORAT 1 H 5K

ERORAFEIVE R, WA 5.8 5 “fuiulHikri”

W R dFile type/SCIFRAY" R AR AR 2 DrAF SCAFIORE e ILP27

L=

-, ABEPHARATREEFEBALE
2 AT RS P ST REAN AT Y, IR Tl A 2RI,

A TUEZRREN B MR
Sod o ARATRABL— Rkt LR A SO RAT IR 59 i o CR Ay ] BRI R )

5. miii”Save/OK” ¥ HIARAT o W RIRAEITIE R )@, S HIENREE R . BRI R LR, R BLE K.
6. riiti”Cancel” ¥4I H i ARAFAEPE A

5.3.2. X
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W LAKS Wireshark AN IO RAF A JL AR SOCHE (Libpeap) » 0 n] LLORAF DA FEARAS A0l TR 2B AT 30 Ao

2 SUAREL Y 6 B e VB A R AH R
1 24 F SCPEORAF N AR SURT RE S BRARIN IR RE B, W28 7.3 % “I[AjEk”

Wireshark o] LRATF A U1 F A%,

libpcap, tcpdump and various other tools using tcpdump’ s capture format (k. pcap, *. cap, *. dmp)
Accellent 5Views (k. 5vw)

HP-UX’ s nettl (k. TRCO, *. TRC1)

Microsoft Network Monitor — NetMon (k. cap)

Network Associates Sniffer — DOS (k. cap, *. enc, *. trc, *fdc, *. syc)

Network Associates Sniffer — Windows (k. cap)

Network Instruments Observer version 9 (k. bfr)

Novell LANalyzer (k. trl)

Sun snoop (*. snoop, *. cap)

Visual Networks Visual UpTime traffic (k. *)

5.4. EIFHEIHF

%?HT@£1\?§§§+f%§/\ﬁﬁﬁEBEﬂF‘*}?EU o Flan: R 2 O RIREAT RN, SIFmAER A (Wireshark SEfz
RELE [Al— N SEARIZAT Z R4, T2 JF ) 24 Wireshark SE44K)

A =R 5T BLE IRl SO

e M7File”32H ¥ /1], menu item "Merge” GEBIN "&3H"), FIIFSIX1EHE, WEE 5.4. 1 4  “H I bEXan
HE”

o [ERIHENINRE, B2 SRR 5 . Wireshark 23— NI I SO Sz x5 A SC A 32 ik a0 I e R4 T
SIF . WRAR P — S0, Wireshark A5 (WL J2) fai B 23 2 23T TR0 S0

o fiifl mergecap T H. % T HEMEMmAATHAT G IFN . B8R4 TEIF M FE IR E . L2

5.4.1. EFHCHXTIEHE
M I SHEME T LU A I SO, IS AT,

—, BAFRSBRIE —AXHRRE
USRS ARLRAE, Wireshark X £E A 8) & JF XS URHE 2 B &7 AR e 15 ORAF ST

PEAR IR TEAE 1)K 2 B A 255 " Open Capture Files/#] JHliHE SCIF XS URMESSEL, Z2OLES 5. 2. 1 A% “FTITHfie S{FX
‘Eii 2

B IR HE TR ] 5 IR I 1
W B4 N CAFAE ST i
LSl RS AN T T = NS & L P ]
I ) W -5 O S A
2 HI T R SO A0 N B SO B P A B A I TR) W -5 0
=N IEEE EST TR
biovik = v LRI KER PN ES T = PN & L D 2
& 5.3. AFFFHETH "Merge Capture File As”SHEHE

Bl 5.7. Windows FHI"4 3" 35 Microsoft Windows (GTK2 installed)

BEXT I AE — e A — 2% wireshark ¥ &
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Lok jrr | 1) Hesel o 'ﬁ} + o -

ll.vu&'.l._IIlIll_El]I]SDB]il]E:l'IG.nr.ap reskl_DO0DE 20050519150 50% poap Il:e:t 1_00015_20

bests (000 _2005081918150% pesp [[lfrest 1 00009 200508190818 0pcep  [ltmstl 00014 0
testl_DOODZ_20050819181506.pczp [Wllrest1_poo10_zoosoaisnsnsiz peap [ltest1_oooi7_zo
[t _ooood_zonsoaiaisisos.posp [ltest1 _noon_pomsasisisistiacap [lltest1 _ooma_m
et 00005 _20050819181507 poap mesk]_00012_200S03191515 14 prap test]_00019_20
bestl _0000E_20050819151507 peap teskl 00013 _2005051915151 6.poap bkl _00030_20
bestl OO0OT_20050819181508.pcsp [Wlltest1_00014_2005001900181 7 peap  [@ltemst1 00021 200
<

File: parros rest]_D0007_ 2005020 21 &1 508 poap

»
Qpeni

Files of byoee | &0 Files 7] o IE'

T

(Faw ) | Filename:  bestl_O0OO7_20050819181503 peap
Farmat ‘wirsshatkAcpdumpy.. - ibpcap

%) Preperd puachets ho ssting fie Sizs 1074 ke

(1 Meige packets chionalogicaly Packetz: 11

(hBppend packssts bo ewsting il Fiist Packet:  2005-0819 181508

Elspoad 00 00:m

B 5.8. AR GtK FIA3HEHE

(& Fihereal: Merge with Capture File

[ ] Flename: [1=-H e
Em Foemak: Ebpcap {bopdieng, Echesnsal, ebc )
) Brapand padkets b sasting fils e I3 T brpbira

Erachos: 120
Frrat Padest;  J009-06-22 2000244
Elapeed bime: 00:00:02

{3 Marpes packsts chronologealy
) Fmpend packsts bo eeting il

(S ] (o]

Unix/Linux:GTK version >= 2.4

IXEFE Gimp/GNOME S RIS T )& X0 TE HE

B 5.9. IHAR CTK FHI&IHNSIE

Wirnnhark: Mevpe wilh Laplwe Fila

ot 0 Caiwtn Fim Farara fin
ki L
Dwaciosm Fim =
A arche rd
i alalling
ook o laach i b
ey, b o
elnid, s, Wsies b
Db, e koo
Deshagy GTET bt
Desbasg GTET. sed_ b
st e b by
[l ALITHE S
b’ ALITHO NS SHORT
ek il ALITFO RS SHOAT FOFeAT P
g cadpai Al by ' chark Sopehrep! - Bpran ~ i
Fearust
Fitwr:
B -
w Pr
ot [k b il Bl Fackene
iR e FiFirchsd
w S iy s ] Sl Db -
Sadnchony T ks
[ |
[ | o |

Unix/Linux: GTK version < 2.4 / Microsoft Windows (GTK1
installed)

5.5. XHES

EHATHHER (O 28 4.6 0% “HiHe s oty ACe s ) iR & "Mul tiple Files/Z A 3k, FifeEda <y

A2, FRA SIS,

KEXA TS WAE, Wirreshark f)SCH4ES R PEv] DLLE SO PRARAS 7 (68— .
Wireshark R WA 4E—A4NSCHBT B BISCHE S t B2

A IS4 LA i+ i+ 7+ HIYIN )+ R S8 A T AU i o SRABLT
“test_00001_20060420183910. pcap”. SCAFERG BT HISCAFAA — AN IL R AT (91 An i i (1) " tes t”) A= 28 (41

" peap”) BLEARAG A P A 43 o

AR ARG . Wireshark 2338 2 AT BASCAEI H % R AOFTA SO, EREDILEAN 1 i S04 BAT

FAIRIR > CRTSRAISE40D BIVE N SCHEER G
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XA B LRI 5 fEIE R I81T, BT eI 8. W LA T I e BAT AR AT AN 4, Wireshark 20K &
BN ARG . WR I A BB TBAEA R B H R, SRRSO A B U S TR sk B R S
17 3CAF

] “File” SE BTN T2 B File Set” RJ LLX SCA A & A& #EATAR T A% o
o List Files XJIGHES R — X UEHES P A7 B HioK & 1 4 i ST SR A K S84

 Next Files KHIMFSCll, FTIFSCIFHRESIRpI T A3l
o Previous Files JCHIXHiSCfF, FTIFSCAFERG AL IHT—A 31T

5.5. 1. CHRRIRIERE

B 5.10. SCAEFIENNEIE

 Wireshark: 17 Files in Set M=

Filenarme Zreated Last Maodified Size
{E} Etestl_DDDDI_ZDDSDEIQIEISDS.I:IEEDE 2005,08,19 18:15:03  2005.05,19 158:15:05 1067 Bvtes

() testl_00002_200S0819181505. peap

() testl_00003_20050819181505, peap
() hestl_00004_20050819181506, peap
() hestl_00005_20050819181507, peap
() testl_00006_200S0819181507, peap
() testl_00007_20050819181508,peap
() test1_0000&_20050819181509, peap
() hestl_00009_20050819181510,pcap
() hest1_00010_20050819181512, peap
() testl_00011_200S0819181513,peap
() testl_00012_200S0819181514,peap
() hestl_00013_20050819181516,pcap
() hestl_00014_20050819181517, peap
() testl_00015_200S0819181518,peap
() testl_00016_20050819181518,peap
() hestl_00017_20050819181518, peap

v i directory: D ffileset

AT S SO A R N A SR AT OGS B

Filename C{F44FK. WIRARXUE SO AR (B0 HLah Ik l) , AT SCAFSOCH,  [R] I3N0F Y. 1R SC A
Created /-GS [A].

Last Modified /)5 — A& ]

size LA/,

i —477. .. indirctory: " WoR A SCAFPTERT H %
LERFUARPESCAFREFT I CPIIE, X THHER N 221K
Close F&H K PIZ A G HE o

5.6. SHEEE

Wireshark SZRFZMUTk, ZR% T MAEIE, AHE Wireshark & W3 A EHE ik,

—, R
éi A BV 2RO AU ARG IR BT 2o HgE AT 4

XXX - add detailed descriptions of the output formats and some sample output, too./[RFETHZExT S H A% =itk
AT, AR 7 B — Ly Yo 4]

5.6.1. “Export as Plain Text File”MEHE

SHAEIE A "plain Ascll "SCARICAMN, &G HTEEHR .



B 5.11. "Export as Plain Text File”XNEHE

@ Fthereal: Export as "Plain Text" File

Export to file:

Packet Range Packet Format

|gaptured||gi5played| Packet summary line
(%) &l packets 191 Packet details:

) Selected packst anly 1 ) all collapsed
(%) As displayed
{3 Al expanded

() specify a packet range: 0 [] Packet bytes

[] Each packet on & new page

{9@{ H xgancel ‘

o Export to file: T H GEE M S
« Packet Range = IL:f 5.8 17 “Auyu[HEI”
o Packet Details = 2?2

5.6.2. "Export as PostScript File” X{i5HE

SR A PostSeript #30, PostScript & EIR% L,

—, ®B7

N PostScribt CAFR] A ghostscrip #:4#e 4 PDF #%20. #linS H e 444 foo. ps, K51 H] ps2pdf foo. ps
T2 ] LLgEA T 5 4t

B 5.12. "Export as PostScript File” XEiE

@ Ethereal: Export as "PostScript™ file E]EIE|

Export to File:

(Postacript Files can be easily converted ko POF files using ghostscript's pszpdf)

Packet Range Packet Format

|gaptured||gi5played| Packet summary line
(%) all packets 191 Packet details:

() Selected packet arly 1 ) all collapsed
(%) As displayed
{:} all expanded

() specify a packet range: 0 [] Packet bytes

[] Each packet on & new page

4:9@{ H x;anl:el ‘

o Export to file: FHAEE AT
e Packet Range: Z Ui 5.8 11 “fuju[HikImn”
e Packet Details: ZW.29°?

5.6.3. “Export as CSV (Comma Separated Values) File” Xi&HiE

Ve B AR D Z I I iE, K E R xp T SE S AT SR, X ARG T
SR CVS %30, ) AR TR R A
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o Export to file T Afe e n
e Packet Range = W25 5.8 15 “Afuju[Hlikrn”

5.6.4. "Export as PSML File” X|iGHE

SHAAEIE R PSML %20, B — M i 25 B 1 xml 4530, PSML %215 B 2 L.
http://www. nbee. org/Docs/NetPDL/PSML. htm.

Bl 5.13. “Export as PSML File”X}iEHE

@ Ethereal: Export as "PSML" file QE|E|

Export to file:

Packet Range
[ gaptured][gisplayed ]
(%) Al packets 191
() Selected packet arly 1
() Spercify a packet range: 0

cggk: || X cancel |

e Export to file:'FH AL Tl L4
e Packet Range: Z UL 5.8 7 “Auiju[EkIn”

AU Packet details LT, KA PSML SRR SUE R RS SR,, NS IXEE N 2
5.6.5. “"Export as PDML File” XIiGHE

S £k POML A% 5K, PDML 2 S B vERE 1Y xml 4% XS0, PDML SO 156 3
DL :http://www. nbee. org/Docs/NetPDL/PDML. htm

HE
Ei PDML #% X ¥ A5 & ATHR, Wireshark $04T PDML i AbZEMRIY By, WIS AR RAS 24 AR 4L

Bl 5.14. "Export as PDML File” X iEHE

{@ Ethereal: Export as "PDML" file EE| E|

Export ko file:

Packet Range

[ gaptured][gisplayed ]

(%) all packets 191
() Selected packet anly 1
) Specify a packst range: 1]

{9@( || & cancel |

o Export to file: ¥l F %
o Packet Range: Z L2 5.8 5 “HuyuHIEm”

IRXHEAE A W U Packet details 3530, X /& H1T PDML #3220 52 1R N 25 4k 2 1P o
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5.6.6. "Export selected packet bytes” XiEHE

Bl 5.15. “Export Selected Packet Bytes” X|igfE

@ Ethereal: Export Selected Packet Bytes

Mame:

Save in Folder: | [rb Debug_GTEZ

Will save 28 bykes of raw binary data to specified file,

+ Browse for other folders

‘ iave H xgancel

Name: ‘3 Hi a0 4 S
Save in folder: T HH L 25C H %

Browser for other folders iifi il % k7

° |

5.6.7. “Export Objects” XNEHHE

H & ~F

EL

HH EE 1 H %

XN HE A AR 2 A 4T TR SO el e IEAE e A R SC e, B AL xS &, W HTML SCRY, B R Sk, T T
S AT AR W] LU L HTTP AR5 6 S AT A, AR AT DUBAA TOR AT A o IR HEEAE R T, B3R SHE
RIUHT NG 2 5 (1 JURD SR RE T o ARAF [P0 GAN T AT 37N Bt v] DA N I A T HAT 9T, 8l HesiT (u
BB LALE Wireshark FT7EH - S124THI1E) « XININHELE GTKL R Wireshark F ok H .

Bl 5.16. “Export Objects”XEHE

P acket num | Hostname Contert Type Eytes | Filename
1545 wvw. wireshark arg testihtrnl 22837  www.wireshark.org
1593 v, wireshark.org taxt/css 4243 ws-l.css
1245 wvww. wireshark arg applicationyx-javascript 1185  cormimon. s
2488 v, wireshark.org imagefpng 26762 fronmt_screen.png
2592 wvww. wireshark. org irmageprg 2782  wslogormedblusll3.prg
2978 v, wireshark.org imagefpng £525  wsiconinst20.png
2987 wyww. wireshark.org imagefpng 159 cg_fade_bg.png
3071 v, wireshark.org imagefpng 296  top_navbar_bgpng
2441 ads.wireshark.org image/gif 43 adlog. php?hannerid=12& cliertid=2& zoneid=0& source=front & block=0& cap
3525 www. google-analytics.com  image/gif 35 Geutrmac=UA-B05389-2& utmoc=__utma% 3087653150.554435287. 1170449

Kl ]
@ Help X Close Save As| Save Al

C- 2L

Packet num

BEZNEES U, ARZAX R A e &SR — MR,

Hostname



A0 554 S HTTP 5 5K A0 B ) ENLR B LA -
Content Type

S5 (9 HTTP A 452573
Bytes

RS TEL
Filename

URL fRifge ) — 8o (e A" /" 2 J5) o« HIXHIT AT, ABATIN A SOH 2RI P AT i, Xl H R ]
PO A HTTP POST i 3K . GRUT RS R B LURIEIE C6T #2485 B 7T (1) URL)

HEVEH -

Help
TR P T (5.6. 77952 )
Close
5 PHZ AT THE
Save As
FF 58 SCA 2 AR A R IE RN B o BRINSCAF A4 2 £1lename 41 H1 SR X S S01F44
Save All

R R P 3 54% filename JI R AFRIRAE . RAUEPENIRIEFEMRAS H 3/ SO ARAAARA o AR ST A4 1
ARG ARG N AGIE, Wireshark 53R if iR, 120 RASPARAT ((EIALS RSWARAE)

5.7. FTHE

SHTHM, 3 File AN Print. .. "3RI, IXINFHE 5.17 “ "Print” XIEHE” FrosidT EIXHEHE,

5.7.1. TEN SPiEHE

B 5.17. “Print” XHEHE

" Wireshark: Print

Printer

{:} PostScript

[] output to file:

Packet Range Packet Format

| o || Displayed | Packet summaty line

(%) all packets 11 Packet details:

() Selected packet only 1 ) all collapsed
(%) As displayed
{2 Al expanded

) Specify a packet range: 0 [] Packet bytes

[] Each packet on a new page

G )i |

T B A ST BN U R
Printer

B AE R R L
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Print Text
FREMATEI N plain text #% X
PostScript

TEFTENE FEh 48 PostScrtipt $1ERSRARA: i BNty . ™

Output to file

FTENON SO, SO A A8 R s A\ PR 7 Bl e D 42 A e 9

UERARBATIERE Output to file: SIEHE, IRMA 7B )T BY Browse. o fZHIARZ K,
Print command

BCEATEIN AL 2

— B
FTE6r A 7E Windows & AA[H .

HFHTEN a2 18 55 /& 1pr. You would change it to specify a particular queue if you need to print to
a queue other than the default. f|u:

Ipr —Pmypostscript
WIR A Output to file, i% 7Bl & K AT FI .
Packet Range

i REGATEHIA, S0 95 5.8 7“4y IR

Packet Format

PRI SRR AT DU LT RS T S . L 519 ““Packet Format” st
5.8. RIEHEEMR

ERI TP 2 AR 22 A W TEAE, BAR HABAH DR AR AE (LE i $2) #R 471X~ Packet Range” %30, "e af LIkt i M L6440
AT

B 5.18. “Packet Range”i&Mi-E

Packet Range
[ Captured ][ Displayed
'@} All packets 120
() gelected packet only 1
() Specify a packet range: 0

AR E Captured 441, P75k NI QAR 40 Y, WPRBE Displayed #2041, AT BonHH 400
Nk R A 2

All packets

KEELRTA
Selected packet only

DU EE +
Marked packets only

A B bR IC IR
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From first to last marked packet
SOBE P g o 7 T RNt K S NS5/ Rt a2 i TR DR EINE ) [ el 51 DS SR TR
Specify a packet range

ACERF PR e Ve B N AL, 1 5, 50-15, 20~ S ALPRZR5 K 5, w5 10-15 Z I8 AL (55 10, 15), DA Ngw'S
20 B — M.

5.9. ERAET

AUk LT -RAEIR 2 B O UERHEAS RE R 2], & n) LAFR e B AL o S pl i
B 5.19. "Packet Format”iETiF

Packek Format
Packet surmary line

Packet details:
{7 All collapsed
(%) As displayed
(7 Al expanded
[] Packet bytes

[ ] Each packet on a new page

Packet summary line
S AR EAT, Biie"Packet List”THIAR %
Packet Details
S Packet Details
All collaspsed
"Packet Details”[fi#E"all collapsed™RZ& NP & GrEpra 730
As displayed
“Packet Details”[IHCY PR NG E
All expanded
“Packet Details”[fi#”all expanded”RZ& N HIME & JEHFTE 723
Packet bytes
AT, M Packet Bytes” IR 1) A 4

Each Packet on a new page

S R AR AR 0 (B, W R ERAE /AT DR text SCIF, A2 18l B o3 5 4%)

SR AT, WURRCETEINL, SRR, JRNAZAERTISSE Output to £ile, #5721 ERH !
K&, 5, out put to file WiHiKI)G4 4 2. out, WA acrobat N, 0 LLHEER GR LG UCA. ps, IXFER] LAY
EHERS, 8, EAESCIHEIE Acrobat Distiller H1nf LAE#:4: i PDF SO

J3: M PostScript iy th A RA RAFRIES,  BRnfE it 2 In BA0 4, IMEHEITHIY print text JIW A XA
SR
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F 6 E NHEOCLHERKE
6.1. JBEEBHERHE

TEAR C e e i Ja, B AT ITSE A ORAF B SO, i i AR MR A, AT AAE BRI AR 2158 171X
A RPARER LUK 5 TR

R A 227+ B, PR EURITRPARRE I AR 70 o ARn] IR T AR R Bk e . filin: £ FEEL6. 1
“Wireshark Meff "> TCP )5 (51 " Won 2k TCP ¥ B, MFFRTLLESE T C PASKMMZE T (ack: 190),

[ I Y BLAE F J7  20  Ue  psp .
B 6.1. Wireshark #%£# T —A TCP B)/5INFH

test. pcap - Wireshark

File Edit View Go Capture Analvee  Stakiskics  Help

S o @A x % &R « = » F & [EIB & &
E}Eilter: | - + Expression... lb‘,glﬁar 'ﬁ apply
Mo, - Time Source Destination Protocal | Info 2
I Le AL L7 e LU g We L LI e LU e D 1—-r IILL'_l - L R L.H.'-\_F\.J _'!CLl—J. Homr—L1L2W Y
31 1.266628 192.168.0.1 192.168.0.2 TP 1025 = 5000 [PSH, ACK] Seq=1 Acks=
32 1.266819 192.168.0.2 192.168.0.1 TP OO0 = 1025 [PSH, ACK] Seg=1 Ack= —
33 1.267850 192.168.0.1 192.168.0.2 TP 1025 = 5000 [ACK] Seq=510 Ack=20
1.27°4361 192.168.0.1 192.168.0.2 TP http = 3197 [P3H, ACK] Seq=1 Acks=
1.274447 192.168.0.2 192.168.0.1 TP 3197 = http ACK] Seq=190 Ac
iie .01 7. 1a3.0.2 C = 3197 s ACK] Seq=20 Ack
1.275018 . 0 .1 TP 3197 = http Seq=191 Ack=21
1.276019 192.168.0.1 .2 TP http = 3197 ACK] Seq=26/45

282181 ACE] Seq=510 Ac .,

4 e - a4 mm g mm A = 4 mm a4 oA oa _— A I oL | - s -a

>

[F

Frame 36 (&0 bytes on wire, 60 bytes captured) *
Ethernet II, Src: Netgear_2d:F5:%9a (00:09:5b:2d:F5:9a), Dst: 192.168.0.2 (00:0b:5d:20:cd:02)
Internet Protocol, Src: 192.168.0.1 (192.168.0.17, Dst: 192.168.0.2 (192.168.0.2)
Transmission Contral Protocol, Src Port: http (800, Dst Port: 3197 (31970, Seq: 20, Ack: 190, Len: O
source port: http (200
Destination port: 3197 {3137)

o

Sequence number: 20 (relatiwve sequence number)

Acknow] edgement number: 190 (relatiwve ack number)

Header length: 20 bytes »
< |
000 00 Ob &d 20 cd OZ 00 G2 &b 2d 75 2a Of 00 45 00 we] 2a.. [-U...E.

010 00 28 00 24 00 00 40 Os I - S
020 00 02 00 50 Oc 7d 00 00 SC 38 da & oPLTL hGEEERR.
030 QOc 0D 93 ca @2 Q0 00 00 Q0 00 OO0 00 Liaaea.s .
lﬁ.cknnwledgement number (tcp.ack), 4 bytes |F': 1200 120M: 0

£ Wireshark [EAESHENT, G nT LAY FIFE R RE. (R4S AR e IO IR HELE £ 1 S BB 813K (update 1ist

of packet in real time ))

Ji4b, BRI DU 43 B 00 o D0 R A, DL 6.2 YRR BRE LAY, AR, AR T BRI

A 471) 3 THI i P 43 B BRI L, B Display—>Show Packet in New Windows o ‘& 0] LAiFARIR A M LA AN B 2N E

B 6.2. EAEETEFONKS

‘M Fram OH Wire

Ethernet II, Src: Netgear_2d:F5:%a (00:09:5b:2d:F5:%9a), Dst: 192.168.0.2 (00:0b:5d:20:cd:02)
R i e e ahe sl el e e B e e e e e e e
= Transmission Control Protocol, Src Port: http (800, Dst Port: 3197 (31973, Seqg: 20, Ack: 190, Len: O

L T Ll =T

20 cd 02 00 09 5b 2d 75 9a 0F 00 45 00 :
g4 00 00 40 06 T8 8 cO ag 00 01 0 al s AR
00 50 Oc Fd 00 00 14 3c 38 dd 9b 50

A3 ca 00 00 00 00 00 00 OO0 OO

d W R A N = = = = = = & &

-~ A
Oc OO
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6.2. HHZRHAT

RSN, WIERE IR, AT R A 8, A U R B SO H e

6.2. 1. BFURMERKIFH R

Bl 6.3. BARMERFHR

1 test.cap - Wireshark
File Edit Mew Go Capkture Analyze  Skakistics  Help
B oW e P@E x % 8 B ¢« % »7 3 BB aaaf| @
Eilter:| * Expression... ©Clear apply
Mo, - Time Source Drestination P'rn:ut-:u:n:ll Infio -
20 1.250285 152.168.0.2 152,168, 0.1 TCF' 3196I} bttp [FIM, ACK] Seq=256 .
21 1. 250810 1%92.168.0.1 1%92.1658.0, 2 TCP http > 3196 [FIW, ACK] Seg=114 .
22 1.25D842 152.168.0.2 192 1_6_8._D;1 TCP 315968 > http [ACK] SEI:| 25? Ack =1L
54 1.252826  102.168.0.1 105 _ Mark Packet (toggle) http > 3196 [FIN, ACK] SEE:|2661
25 1, 255525 152.1a68.0.2 152 'L Sek Time Reference (kogale) 31597 > http [SvW] Seg=0 Len=0 M:
26 1. 254502 192,168, 0.1 bernaomme (S5, ACK] Seg=0 acl
27 L. 254522 192.168.0, 2 Apply as Filker Selected [FElE] Senel Ack=1L i
28 1.25484%9 152.168.0.2 192 Prepare a Filter * | Mot Selected Jupnp/service/Layer:
20 1.256388  102.168.0.1 192 corwersation Fiter b ... and Selected [ack] seg=1 ack=190
| s01.239654  192.168.0.1 19] .. or Selected J T | v
Follow TCP Stream .. and nok Selected >
# Frame 23 (&0 hbytes on wire, 60 bytes captur - 0f ot Selected
# Ethernet II, src: Metgear_2d:75:%a (00:05:! Copy pd_20:cd:02 (00:0b:Sdi20:cdi02)
# Internet Protocol, Sre: 192.168.0.1 (192.1¢ (192.1658.0.2)
= Transmission Control Protocol, Src port: 1p  ExportSelected PacketBytes.. 5 (5000), seq: 1, ack: 1, Len: O
Source port: 1025 (10250 % Decods As...
Destination port: 5000 (50000 _
Sequence number: 1 frelative seguence o Print... . .
Acknowledgement number: 1 (relative ac Show Packet in Mew Window
Header Tlength: 20 bytes w
o000 00 Ob 5d 20 cd ©2 00 0% 5b Z2d Y% 9a 08 00 45 00 vel 2wu. [-U...E.
o010 00 28 00 Fo 00 Q0 40 06 9 00 <0 al8 00 01 <0 as I -
ooZ20 00 02 04 01 13 88 00 00 67 81 3¢ 37 Ff oa¥ S50 10 L....... g. <P
0020 OcC 00 ¥ 97 00 00 00 OO Q0 Q0 Q0 OO0 ...,
File: "D\Projects\Patchnoselworkpackage_deviwp3_ioldocbooklexamplesitest.cap” 1... | P 1200 120M: 0
FERAH T RT3 B AR SR RIFE D RE SRR I, LR T R A
R 6.1. AHFEBMHERIT
PSR
HE e i
Mark Packet (toggle) Edit Frad/BUEFRiC A
Set Time ) . . \
Edit WE/ A2
Reference (toggle) S/ U 22
Apply as Filter Analyze | 4uridkHh i mifE b i 98 Bos
Prepare a Filter Analyze |#EZM YHTEREIUE N L IERR
P ANE B HU b B I JE R . Rk bl s, SA AN TRl g,
Conversation Filter |- T 27- a0 s A bk 2 T &1k (A J HAsHbE) o« (XXX - add a new
section describing this better. —AEH L@ SO INE = W v E4H k)
STCP - Hiith 72
Follow TCP Stream Analyze | ¥IWEPANTT 8] I —N 58 38 TCP T B 2l
Follow SLL Stream Analyze |[A]_E, ¥ TCP %?ﬁ%ﬁk SSL # i
Copy/Summary (TEXT) - PR BRI . (LL tab 23 FF 1) 3CAS)
Copy/Summary (CVS) - P BRI RR,  (CVS 752, 125 2 TF)
Copy/As Filter - LA, @ — ATt igas, S H 28y
Copy/Bytes (Offset Hex . X , . . o
CopsBtes( - L, 16 3 i A 05715 8 S




T R A

gzzi)/B"teS(offset - DL 16 HEHRIE s B 1 ST B BB B S A
Copy/ Brtes (Printable) L ASCTT s ol 45 S BB, 4 AT D27

ext Only)
Copy/ Bytes (HEX - PL 16 HEFIAR 7 By R 57 7 s 7 = HI 2 BT, (an unpunctuated 1ist
Stream) of hex digits Wiz LTHKW, AMXEBHE—T)
Copy/ Bytes (Binary | PA raw binary #0075 S B BI BTG . B e BTIERR LA MIME-type
Stream) application/octet—stream” f7fifi, 1ZIIREAE GTK+1. x A A #r
pnort Selected Packet 1\ | by prseen 440 I ohf—HE. FVPKE Rav packet - TVHEsY HERISCHEE
Decode As... Analyze |7EMAMENT 2 (AL BAS ORI N E1 T )
Print... File FTERAL
?mebtme View S R

indow

6.2.2. EFHTEARKIFHEE

B 6.4. WIFHEREH BT IREM

frtestcap - Wireshark

File Edit Mew Go Capture Analyze Skakistics  Help

B @ e @ x % 83|R « »» 7 ¢ EE aaaqapd| &

Eilker: | * Expression... ©Clear apply

Mo, - Tirmne Source Destination Prokocol Info 2
20 1.250285 162.1a8.0.2 162.1a8. 0.1 TCP 3196 > http [FIW, ACK] Seg=254§
21 1.250810 182.168.0.1 152.168.0.,2 TCP http » 3196 [FIM, ACK] Seq=114 .
22 1.250842 152.168.0,2 152.168.0.1 TCP 3196 > http [ACK] Seqg=257 Ack=L:
25 1. 192,168, 0.1 152 0,2 5 > 5000 [ACK] seq=l aAck=l W
24 1.252826 182.168.0.1 152.168.0,2 TCP http » 3196 [FIMW, ACK] Seqg=2&51:
25 1.253323 152.168.0,2 152.168.0.1 TCP 3197 > http [SvM] Seqg=0 Len=0 M:
260 1.254502 162.1a8.0.1 162.1as8.0,2 TCP http > 3157 [SvW, ACK] Seqg=0 acl
27 1.254532 162 .168.0.2 182.168.0.1 TCP 31597 » http [ACZK] Seg=l ack=l W
28 1.25464%9 152.168.0.2 152.168.0.1 HTTF UMSUBSCRIEBE SupnpsserviceslLayer:
259 1.256388 162.1a88.0.1 162.1as8.0,2 TCP http » 3157 [ACK] Seg=1l Ack=1%0

_301.259654 19:2.168.0.1 192.16s.0.2 _ TCP _____ [TCP window Updatel http - 3159/ B

Destination port: 5000 (50000

Sequence number: 1 trelative seguence numb
Acknowledgement number: 1 (relative ack nu
Header Tlength: 20 bytes

Flags: Ox10 (ACK]

window size: 3072

Checksum: Qxe797 [correct]

#H [SEQ/ACK analysis]

[+

5h
o

a7

2d 75 9a 08 00 ¢
0o <0 8 00 01
Bl S e

(TL TR LT P AT

cd 02 a0
00 00
1= 18]
FOOF 00 00 00 Q0

(TL TR LT P AT

L]

15]

1 5d 20

L
ak

Frame (frame), 60 bykes

B Frame 23 (60 bytes on wire, 60 bytes captured)

# Ethernet II, src: Metgear_2d:75:%a (00:0%:5h:2d Expand Subtrees cd:02 (00:0b:5d:20:cdi02)

® Internet Protocol, sSrc: 1592.168.0.1 (192.168.0.  ExpandAl J168.0.2)

= Transmission Control Protocol, src Port: 1025 ( Collapse Al o0y, seq: 1, ack: 1, Len: 0
Source port: 1025 (10250 Copy Y

£ &

EE

Export Selecked Packet Bvkes. ..

8 Selected
k| Mot Selected
.. and Selected
.. oF Selected
.. and nok Selected
.. ar nok Selected

Apply as Filker
Prepare a Filker
Follow TCP Stream

‘Wiki Protocol Page
Filter Field Reference

Prokocol Preferences, ..

Decode As..,

P 1200 120M: 0

PERAG T OTEE PRSI D RERE, KA AT AR A T RE K 32

R 6.2. SRFEEHRAE LTI

PRINAES

L e

i




XFREEIE

W H Fm R
Expand Subtrees View T 214 1 38 B 1 5
Expand All View JE T4l B2 SCAF B B A L P - v
Collapse All View KL F BT BRI R
Copy/Description - IR BUE AR I SCAS I B AR
Copy/AS Filter Edit BRI H A Ky BN i 8 P 2 2 2 B
Copy/Bytes (Offset | P AL LA Hexdump—1ike #% ZUAFA 2B AR ;. AL TR AR [H 4 i 2
Hex Text) {2 D1 g AR 73 S P i 58 o3 (RS20 T P 0 Hh 2 )
Copy/Bytes (0ffset | PL Hexdump—1inke #% X ARAFBIBING, ANEFE A RUUTFRFIERMGS, AEZ
Hex) AAE T IR A S LR 43 S35 w58 43 (R0 5271 TR A58 40)
COPY/Bytes ~ PLASCTT #%3X#5 DIy, JEFTERAAFRRAN; LT EAER AR R 2. A
(printable Text Only) [F) s AE T R AN 38 VLR PRI 7032 (R ARk B35
Copy/Bytes (Hex ~ j Ll unpunctuated list hex digits JEaURAF 2B, SN TR 802 s b i
Stream) A, AR ZARAE TAN S G b B A (R0 T A Hh 349

PL raw binary #zU#5 UL RIBIIGAR ;. SRLTRPR IR T R4, ASFEZA7E T
Copy/Bytes (Binary | 5 DL AP 343 10 CRL A0 G 3 4) » 2dis LA
Stream) MIME-type “Application/octet—stream” fEh&LEBIINGHL. iZIHBELE GTK+1. x FAHA]
H

oxport Selected ' Ihile |RIKASEAMAMAFAT -t Sl rav packet 40 I,
acket Bytes...
Apply as Filter analyze | YHrEEIEAEIENS, FHNH
Preapare a Filter  |Analyze K YuiiE&EmifENIIENA, HASLRIN H
Follow TCP Stream |Analyze |iBEFM/NTTATIL, BLIEREELTE TCP Wit 58 25 ds
Follow SSL Stream Analyze |[F]_k
Wiki Protocol Page |- R M ETIE R U Y. WIKT 3 #1325 0T
Filter Field - R R 0 VEB 5%
Reference
Protocol - IR PN BOE T, ATEHZIEI, ST TP YREAE, SR ML T, 279
Preferences...
Decode As... Analyze | B0 mle S F PR BT 2% 2 TR R ORI (F14 By R ? )
Resolve Name. .. View X IER BT H RN, AR A e
Go to corresponding Go B 1 7, AL

Packet ...

TNND, A 1k A3 35t

6.3. WYRHTIER

Wireshark A PIF L UETETL: —Fo2fide @M, M2 uoRn B AT A5 Ml igiEk: Boridig.

SR YETRAE 4.8

AR g B

7 I R LB LSRN R, AR KR DASE R R AR RIS AR L Eifd e Ra] LU ANBL R J LA 5 T

SR A

[R5

TR T B
TBUH

TBUE R

o o o BIKIFZ

FRAE DS SR, U B FiLter RE AL AIRRIDGERIO IS, SRR I TFAGREIE . 222583 T ARHIA top it

(ipuR)SEHINISE

B 6.5. F TCP thilidig
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I" test. pcap - Wireshark

File Edit View Go Capture Analvee  Stakiskics  Help

B @ @ b @ x %« 8RB « = » F & [|FE & a

Eilker: |t|:p ¥ Expression... Clear Apply

Mo, - Time Source Destination Protocol  Info -
T T 192.168.0.2 TCP http » 3196 [SYN, ACK] 5eqe0 Acke
13 1.227325 192.168.0. 2 192.168.0.1 TCP 3196 » http [ACK] Seq=1 Ack=1 Win
14 1.227451 192.168.0.2 192.168.0.1 HTTP SUBSCRIBE Supnp/services/LayerIFor
15 1.229309 192.168.0.1 192.168.0.2 TCP http = 3196 [ACK] Seq=1 Ack=256 W
17 1.248355 192.168.0.1 192.168.0. 2 TCP 1025 = 5000 [5¥N] Seq=0 Len=0 M55
18 1.242391 192.168.0. 2 192.168.0.1 TCP E000 = 1025 [5¥N, ACK] Seq=0 Acks
19 1.25017°1 192.168.0.1 192.168.0.2 HTTP HTTP/1.0 200 0K
20 1.250285 192.168.0. 2 192.168.0.1 TCP 3196 » http [FIN, ACK] Seq=z25A AcC
21 1.250810 192.168.0.1 192.168.0.2 TCP http = 3196 [FIN, ACK] Seq=114 Ac
22 1.250842 192.168.0. 2 192.168.0.1 TCP 3196 » http [ACK] Seq=257 Ack=115
23 1.251888 192.168.0.1 192.168.0.2 TCP 1025 = 5000 [ACK] Seq=1 Ack=1 Win
24 1.252826 192.168.0.1 192.168.0.2 TCP http = 3196 [FIN, ACK] Seq=2AAll
25 1.253323 192.168.0. 2 192.168.0.1 TCP 3197 » http [5¥YN] Seq=0 Len=0 M55
26 1.254502 192.168.0.1 192.168.0.2 TCP http = 3197 [5YN, ACK] Seq=0 Acks
27 1.254532 192.168.0. 2 192.168.0.1 TCP 3197 » http [ACK] Seq=1 Ack=1 Win

£ b J

¥ Frame 11 (62 bytes on wire, 62 bytes captured)

¥ Ethernet II, Src: 192.168.0.2 (00:0b:5d:20:cd:02), Dst: Hetgear_2d:7F5:9a (00:09:5b:2d:75:9a)

¥ Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 192.168.0.1 (192.168.0.1)

+ Transmission Control Protocol, Src Port: 3196 (3196, Dst Port: http (807, Seg: O, Len: O

o000 OO 09 5b 2d F% 9a 00 Ob 85d 20 cd OZ2 Of 00 45 QO . l-U-.. | -...E.

Q10 00 30 18 48 40 00 280 08 8l 2c cO ag 00 02 cO af B o .

020 00 01 Oc Fc OO 50 3c 36 95 f&8 OO0 00 OO0 Q0 FO 02 vee | PRE LLLL L, p.

030 fa fO 27 0 OO0 OO0 02 04 05 h4 01 01 04 02 e e e

|File: "Ditkest pcap” 14 KB 00:00:02 |F': 1200 103 M: 0 [Expert: Error]

BVFRAERS], LRSS et TCP Il 7 OABEH r IE S 1-10 SR B2 gm0 « BV RIS 521 E
AR, BB M W S 2 11,

iy 3
Ei”%ﬁ% FUEIS, PrAT MR IR B ARSI S SO B . ol 8 R B S e SR A A s T ST AR A 2

PRIABEXS Wireshark af LAY I PR XEBEAT L 08 At ] LG & C 2 8 I 2R ALK 1) 7 Bt AT ug, (B T+t
%E%ﬁ%?MLTWM%%m 1t Add Expression. . . X iiHE a] LU BT HI K P B3R, PEILES 6.6 1 “ “Filter

\
I

s AR R A A 2 TR R ok B 1) 192, 168. 0. 1[4, T LMEH ip. addr==192. 168. 0.

HE
Eiﬁ%Chuﬂu@@ﬁﬁ

6.4. BV BRTERIENX

Wireshark $&4t 75 5y s K RIRL AL, AT U EA T L R 28 M pE ik s AR BLLE R P e, S IFRIA S
NZMRERIER . AR dd TR

®’r
N PRATUAALE Wireshark Wiki Display UT4K 2| &K 1Y W 1L 987641 .

http://wiki.wireshark. org/DisplayFilters.

6.4.1. BRTIEFB

BVERG AR 1 BEAS 7 BEE T AR JE A o N IX LA o W IR 2 B n iz Bt . Btun: by w45 o - TCP
Rrox BonPr i TCP il .

12 "Help/Support Protocals”/#iBh/Wril L £ Iniim]"Display Filter Fields/B ity vl LA FH 58
FE I F B2
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6. 4. 2.

PR AE

PRAT LIGE R AE V22 AN [F) 0 PEA AT S BB E . PR 6.3 W B LU R

N BR

.'\,

PRnT DR 2 b () 9B R LA (e~ 1ink) TUA B FFEIRCR, eA o LR G AR

£ 6.3. BrIBRLBHRER

English|C-linke R B FEH
o Equal
eq == .
ip. addr==10. 0. 0.5
" Not equal
ne = )
ip. addr!=10.0.0.5
Greate than
gt >
frame. pkt len>10
1t ¢ Less than
frame. pkt 1len<128
. - Greater than or equal to
& frame. pkt len ge 0x100
Lo ¢= Equal

frame. pkt len <= 0x20

6.4.3. HAEFRIEK

PR LR RS R AP i e IE A AL A 4E 2,

& 6.4. BrdBnZ2BERIAER

English|C-linke iR
4 leg Logical AND
an ip. addr==10.0. 0.5 and tcp. flags. fin
or ] Logical OR
ip. addr==10.0.0.5 or ip.addr==192.1.1.1
. Logical XOR
xor tr.dst[0:3] == 0.6.29 xor tr.src[0:3] == 0.6.29
ot 1 Logical Not

not llc

Substring Operator

Wireshark SEVFEESE NPT PA. AERRZE SRR LU £t (1, EREEEHE S GEAZ
5?7 ) o IR,

eht. src[0:3] == 00:00:83

EBMER] nom Ag R ANER. AERXMIEOLN, n BRIGA B WA (0 LB hitz, B2 —4r
FIEL 1 Kot —AL, fE2E AL, m i WIR R A A B DX

eth. src[1-2] == 00:83

EBHER] nem A X ANE R ARG n RSB B INAS, m Lon 2147 B W2
eth. src[:4]=00:00:83:00

EHMER] m A% 5K, R WAL & P A2 WA AL E me S50 0:m

eth. src[4:]=20:20

EBIE n: %3, Rom NBJR AL B WS n 4S5

eht. src[2] == 83
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English|C-linke R ARG

EBHER] 0 FEAFEE A PIRRALE . R RS R L E AR A R 0 PR E . BT

n:l

eth. src[0:3, 102, :4,4:,2] == 00:00:83:00:83:00:00:83:00:20:20:83

Wireshark SCVFICRE 24005 T IFIRA GAE B REEXE, W EFIpR

6.4.4. HILBHER

k3
@ EA GRS 1="#4E5F, & eth. addr, ip. addr, tep. port, udp. port 2 3 W g s AR JE AU AR

A ANH ip. addr ==1.2. 3.4 RIAZCREFTA RS ip Hhkoh 1. 2. 3. 4 A,

WRAH NAEH] ip. addr !1=1.2. 3.4 LiARFERR ip Hullkhy 1.2, 3.4 194, RARZE. EARSGIRIAR KB,

I, A FE N B S A P b 5 H AR o b A AT = —ANAEET 1.2, 3.4 Bim) . [RIgE, AL
ip.addr !=1.2.3.4 W DAgG e "ZEAEH ip FEAEMIIAN 1.2.3.47, KI— ip B R AE S sk A H bx
Hohl, REHA MG —ANAA 1,2, 3, 4 Kk 2oy H.

B B, a0 SR B AR e SO, ip R A 1L 2. 3. 4 (4, IERAI A RN %2 ) (ip. addr==1. 2. 3. 4).

ER VAR " R BN ip. adde HAEAE 1. 2. 3. 4 N ARELIORY 7, e fgifi vl 7 Ik T PB4 ip. addr RUEH
FRHP1.2.3.4 107

6.5. “Filter Expression/iIIEHRIER” MGt

RIS Wireshark EUERSE, JIF T ARARTT AR IS LEbRAE AT I Ug LR, R W7 DABRE ] 0 g A\ L 98 54+

EL8 AR A Wireshark BT, A ANEE—BERABZE L, kT R AR BB A T AT o et
SO A 2 A Bk

—, ®r
"x} PRI FORTEHE 2 52 S I AR IE AR I TR (NRE A AEAT 2% )

7/

B 6.6. TIWRAIIHHE

" Wireshark: Filter Expression

Field name Felation

Zdparityfec is present
SCOMANG ==
3GPPZ ALl 1=
02,11 MaT
802,11 Radiokap
802 .3 Slow protocols
ap

aaLl cankains

aaL3l4 matches
AARF
ACAR
ACPL3E3
ACSE
ATkrace
ADP
AFP w

'

A

CQQK I ‘ x Cancel

T EEREHE UG o K2 s ML BRI H I ) SO, IR RIEFRARE .

Field Name



PR B rH IR R 7 B o B AT SEBMMAR AL S — P R+ 5 FEITSURR, T LASRAS K AR L b it (1 vl
HIET B

Relation

MATHIRRPIRPIEF G R . ispresent 2 JUKR, LRUIRIKIES I 7 BAFAE, RIEXFUONEAE. HEX
R TICRAR, A B B —AMERILAD) K 5E R

UERAR N T B PR FE A7 B IFIEFE A ok R (BIISE 0 R"==") , IR0l e M A, BA A REZ VL5
o

Value
EME AN A IE L B A, NP R ERT A I FE 1) £ield name [1)JE ME(ERAY (Bl 245 ).
Predefined values

AL B S TRAE T A, X fUR C W6 5 P IMES AR W RIEFE I PR SCAT IXFE IO E 3L, kAT L
FEBLIEFE

Range

SRR AT

0K
WRRE L@ U 7TRIAA, A OK B aT G @ R ir) i g8 A 455 Hf
Cancel

fru] LA iy Cancle 3%l AMBATATE 202 IT Add Expression. o o AfiGHE,

6.6. SEX, AL uEaR
PRA] e SOdpEss, FHA A AR DUME UG o IXFERT PL 202 i AN LS R v F ok i 52 % i g 2 A s Ta) .

B SUF L 28 BSOS AEAE L R 2R A P A k. 1. 1F Capture SEPRI%EFE Capture Filters...; 2. 7F Analyze
SEHES Display filter... . Wireshark B&gfitbiand 6.7 “ it yE2s” Ff1” o uE 8 "X {6 HE ” FT R iGAE .

HRE
Ei DA B2 B SR A e SCRIERAF 7 LT 58 4 PrRUX RS2 3F, & Z I A A s 2 ke i

5
PR Save KARAFARIIIL AT, OK 2i Apply AN {RArid ygds . KM wireshark I 4sbitiZ W2k

Bl 6.7. "HHHEMIBHE "N BB NEE

" Wireshark: Display Filter

Edit Filter

tpkt_long

kpkk_only

ethernet broadcast
ip broadcast

dcerpc
DCERPC Faulk

Properties

Filter name: Eip broadcast

Filter string: |ip.addr == 255.255,255.255 ‘ ok Expression. ..

‘ @Help | <:9QK H ‘Qfﬂpply H Qﬁave H XK Close ‘
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New

w2 2 51 K rh éﬁ%A%Fﬂwrmm,ﬁhﬂsuﬂgﬁ%%Wﬁﬁow%ﬁﬁﬂﬁéJ%
SWE N "new” GEUE £iltername B /&P A ZE? )

Delete
R BR G (I e AR o A SR AT I DR AR A v A 2K

Filter name

18 B A AL D A 1 A4

ER
Eiﬁﬁ%@%ﬁ%fﬂiﬁTE MRS, WA A AL . ARRT LUK 2 AN PRS- AN A AR, (HIX
FEARANTT AT

Filter string

BUCARTE P IR A . DSOS R IE: e AN AT TR A

Add Expression

PGEH Eonit g8 FTFEInERIA AOEAE, FiBhalatd yEsRias. IS 6.5 1% “ “Filter Expression/ih
PEFIA " X TEHHE”

OK

NOE A B gE: YT o N HIERE R JERS, O S H A T HE .

save
DRAF AT TR B A o SO B ANAE U222

Close

R AR K5 ST AR AT B

6.7. LA

é%%%ﬂ—%@uﬁ,ﬁ%ﬁmu%ﬁ%%@%ﬁﬁ,ﬂuﬁﬁ%mﬁﬁﬁﬁhaniiﬁ%ﬁmtht“
SEHATH. Wireshark J422H & 6.8 ““Find Packet/Ar AL SHEHE” B A G HE.

6.7.1. BEHRAXGHIE

B 6.8. "Find Packet/ZIRA"IFHE

" Wireshark: Find Packet
Find
By () Display filker () Hewx walue () String

]|

search In String Options Direction
O Up
@ Covan

S )Xo |

R B P A 4R T 2

Display filter
fE Filter Fay N7BL EFEAILT 1], middy OK (L yg sy =0
it Ak 192. 168. 0. 1 KL H) = SIRF L ER, MEHW N 745
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ip.addr == 192.168.0.1 and tcp. flags. syn

BoREIENTEE, S0 6.3 Y it R A,

Hex Value
B H I RIRE NP
Blhn, AEH"00:00" & M E A2 T R E .
String
FEAH A TR, ATLEREZ RS
BN E SRR S g TR E . MAEREA R AELR, WAMER RO T, ML,
PRAT LR E AR R 7 T R
UP
o] EER IR QG530
Down

i) F AP A (g 5 s )y =)
6.7.2. "Find Next/BERTF—4" @4
PG — U B B Ak Y
6.7.3. "Find Previous/&E E—A4"&#4
GRS R B S AR T, AR AT 4R
6.8. F{REME
WL Go” S M LUR AR BEEE FUH5 52 0
6.8.1. "GO Back”i&[Elfir4
fiTH Go back J&[AIELI; $icsw, TAET7 R web $ W0 BT 7] S S48
6.8.2. “Go Forward /[§[” fr4
A FELAR T A, AR 7 2R web S U 48 60 0T T G 3 0 s 2l
6.8.3. “Go to Packet/Z|{&E A" XHFIE

Bl 6.9. "GO to packet/# 35T/ "N iHHE

" Wireshark: Go To Packet g@@

Packet number: | 123

‘ @Help | mgumptn

‘ M cancel

NI, s OK, BkEe 2R A IR EAFH#ZE jump to, B4R T 0K?).
6.8.4. "Go to Corresponding Packet/ZIX| .41 " fr4
U PRI T BRSO S — AN, 1% AR S kL B AN

|_"- ﬁ‘fﬁ
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T B R AR B GG VB LI, T 2 7 Bt T LBk 505 B ) £
6.8.5. “Go to Firest Packet/B|E—E"Wm<
B 55— AN
6.8.6. “Go to Last Packet/BBE—/N W4
BeEE —Ma

6.9. 1xict

PR AR QAR O AT AR T . Abic AR R OO R, ANE ORI E B2 BN, b airk
A0 S I R AT A 4K

5
@ BARC I B ARG SO E T SR Al 7, QMO R, Prfatic &2k,

FEORAE/ 2 /ATENRIN, R AT LU A AR ic bl i . beid R, ol DU R DX TR L2 5.8 % “fuyiy
[ i T

X bR n] BLEAT = I AT:

o Mark packet (toggle) %45 UAbRIC I EAN Y,
o Mark all packets Fricd i 1u.
o Unmark all packets H{Jl T txic

XLEPRC DI RE N BLAE "Edit "2, “Mark packet (toggle) ” TREAEHHI AW AR AR Y b SR [FFE Rl LA R

6.10. BB B LS H R HE

(EMAR LI, S AT TR IR 2 W RAE (S e, LUK AT P
Y FMIIRE, IR DK AR PR, W 7.3 5 ik

FLH A I T Rl XTI ARG JEE vl AR W FRLIE#E, MLZE 3.5 7 “"File” MY

A TUEAR N

o Date and Time of Day: 1970-01-01 01:02:03. 123456 . ffi$i¢ 1) 20 %) H 311 B[R]

e Time of Day: 01:02:03. 123456 {4l Hi 1) 4%} i [A]

« Seconds Since Beginning of Capture: 123. 123456 AX}5 SCAFIT @A IR R B EE — AN | S H ) 31X
MMUZ TR . (2R 6.10.1 1 “fS %R )

« Seconds Since Previous Captured Packet: 1.123456 #HXFi—/ i $1& G fr s 1]

« Seconds Since Previous Displayed Packet: 1.123456 AHX A7 —ANwonBlimta) Gdyg / Bo)

] RS RS CE R I 8y, 2er 2 BL 10 gEfE =T A
o Automatic NS U EA N TR B . (BRI )
o Seconds, Deciseconds, Centiseconds, Milliseconds, Microseconds or Nanoseconds 5i&:Hl|{# H/RTE € kG
B W SEBRRS R LLARTR R AR, TSGR H 30N 0. Wi RSLBrks fE L rde e E . Bl SR .
KIS, WRARE AR, SRR : “Seconds Since Previous Packet” , : ‘CIIMEAIBEL 1. 123456. BRIA

2K M7 Automatic” KB B, Wik A libpeap M SCHERIBARSE (H 02— « WRARSR RS, S
oA, WHRARMEH. 99FP (nanoseconds) , B4 B n 2k 1. 123456000.

6.10.1. BSXKE

T DO QBB N 8] 25 2% o I 8] 2 2% 02 B AT Jim S0 A RS SR Ta) o G SRR ARURINTE 21 58—y o B A I 1) 1) e, AR .
Bltn: TG BiEK . WTRE MU R E 2 NS

&
@ I 18] 22 ANRECRAF BIWSCPE R, SRMISUIF R Z K
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- BB
Ei I 7] 22 A GE A AE I T 2004 “Seconds Since Beginning of Capture #a N HLHBATHI. oAb [A] 2 X
NAREE A RARE LR, BB

FATINTaI 2%, JE#F Bdit S R “Time Reference” JIHH A~ PEMLZE 3.6 47 “"Bdit"sKM” | oiH MEAIR
(A R 5 T

Set Time Refernce (toggle) U)¥ 40 [A] 2% IR & TR
Find Next 7EEYRHRETR T — N HS%4
Find Previous 7E{U %KM & HT— ]S %4

B 6.10. BE)SH2H]

test. pcap - Wireshark

File Edit YWiew Go ©Capture Analyze Stakistics  Help

S @ o @ x % &3[R « » » F % |EIE & &
@Eilter:l v b Expression. .. Ih‘,glear of apply
Mo, - Time Source Destination Protocal  Info i

1.025659 192.168.0. igmp.mcast.net ¥3 Membership Report

.048/5 2 . .0, . . 255, 260 Source port: 3193 Destination po

2 1.055053 192.1628.0.1 192.163.0.2 UoP Source port: 1900 Destination po
9 1.082038 192.168.0.2 192.168.0.255 HMEMS Eegistration WE NE1OO&E1D<00s
0 *REF® a7, 168.0.2 c.1h3.0. e Standard query & proxycon 4.
11 ©.114211 192.168.0.2 192.168.0.1 TCP 3196 = http [5¥YN] Seq=0 Len=0 M55
12 0.115337 192.168.0.1 192.168.0.2 TCP http = 3196 [5YN, ACK] Seq=0 Acks
13 §.115380 192.168.0.2 192.168.0.1 TCP 3196 = http [ACK] Seq=1 Ack=1 Win
14 0.115506 192.168.0.2 192.168.0.1 TCP 3196 = http [P3H, ACK] Seq=1 Acks=
15 0.117364 192.168.0.1 192.168.0.2 TCP http = 3196 [ACK] Seq=1 Ack=25a W
17 0.136410 192.168.0.1 192.168.0.2 TCP 1025 » 5000 [S¥N] Seq=0 Len=0 M35
& b
Identitication: Ox<Izd” (8215 A

Flags: O=00
Fragment offset: O
Time to lTiwe: 128
Protocol: UDP (Ox11)
Header checksum: 0xalds [correct]
Source: 192.168.0.2 (192.168.0.2)

Destination: 192.168.0.1 (192.168.0.1) v
000 00 00 5b 2d 75 Da 00 Ob &d 20 cd 02 08 00 45 00 ..[-U... ] ....E. Y
010 00 49 18 47 00 00 80 11 al 09 £0 a8 00 0F 00 88 oTefGeers cneuenes
020 00 01 0b dZ 0D 35 00 35 46 62 00 21 01 00 0D 01 ..... 5.5 Fi.l....
030 00 00 00 0D 00 00 09 PO F2 6F 72 F9 63 6F Be BB . ...... p roxyconf
040 05 FFOFF 30 30 34 0F 73 69 65 6d 65 Ge F3 03 6 .wa004.s iemens.n T
050 65 P4 00 00 01 00 01 Bt v
|File: "D ftest. peap” 14 KB 00:00:02 [P: 120D 120m: 0

TENI S A, 78 time S A*REFF AT ER A brid (L _EEIZE 10 M) o Pra e Siu il a2 4K
SN NI

ORI T BT 70 16 e Gt 5 4 0% 190 f)
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FT1TE BXR
7.1. PiBH

LEARTTEA G Wireshark [ —L5 5 20

7.2. "Follow TCP Stream”

U RARAFE TCP P, AEAF Tep WA N HZEHE, "Following TCP streams”HHFERSIREH . WK H
telnet Vi AEEAY, BERARZAKFEIH B — N EFR . B VR 77— AN R i g8k B oR AN TCP Ji i) fd . Ixul
FEAT LA Wireshark f)”Following TCP streams” ZhEERSZHN

FERLY) R L FE— RIS TCP AL, SRJGIEFR: Wireshark L HASZH K "Following TCP Streams” 10 (8l i
FBNZR S GBI B SR ) « SR, Wireshark st GGG B ygds, Rl — X UHHE T TCP i Fr s
g, Wk 7.1 “"Follow TCP Stream” % iGHE” /N

BR
? {EHAER M E: Follow Tep Stream 23NN Enid 8 ARIEFEAR S FEM Tep AP .

7.2.1. “Follow TCP Stream” %GHE

B 7.1. "Follow TCP Stream” % iGtE

Follow TCP Stream

Skream Conkent

=UBS_EIBEE Supnp/service/Layer3iForwarding HTTP/1.1

NT: uphp:ewent

iZallback: <http://192.168.0.2:5000 /notify:

Timzout: Second-1800

lser-Agent: Mozillasd4.0 (compatible; UPAPA.0; Windows NTA5.10
Host: 182.168.0.1

_ontent-Length: O

Fragma: no-cache

HTTP/1.0 200 OF

_onnection: close

server: UPAPA1.0 UPnP-Dewice-Host 1.0
Timeout: Second-1300

=I0: uuid:ct

Entire conversation (368 bytes) » | () ascIl O EBCDIC () Hex Dump () C Arravs () Raw

Save As E Print

@ Help K Close I ‘ E] Filker Out This Stream

VAL FRT P L PRI ) At AT T 9 5% ot BRI — 5. A A B B (B S FRiC N 40, MOB B A MBS hRIC M. 4
SR, WIRARE R PG /R AT LA Edit/Preferences” R HLIN 1) “Colores & i A (f .

JEFTEN T s A | /5. XXX — What about line wrapping (maximum line length) and CRNL conversions?
ERFPE R, TCP VANHE SIS B B o ARAS 3 d 10T 1F) N 28 5 2 T T 1 T X 1E HE .
PR DAAE BEXTTEAE AT QT $eAE


../%E6%A1%8C%E9%9D%A2/wiresharkcharpt/Advanced_Topics.html
sunhl
高亮

sunhl
高亮

sunhl
高亮


Save As DLk #as U ORAF LR -

Print DY ayiisess 4T Epmsids .

Direction iLEHViH s 5 H (“"Entire conversation”, “data from A to Bonly” or “data fromB to A only”).
Filter out this stream )V H—/NE nidy€, 7R aahHEER YRATIERER TCP i,

Close XHEIN THHE. FEERAS 4T sk yEmI =2 .

Ol W=

PRy LUHIRA A% G Do et o

—_

. AsCII. 7EJEALIE RARATLALL ASCIT MLt A Hdl . R Eid &4k 1~ ASCIT BJHMH, 4 HTTP.

EBCDIC. For the big-iron freaks out there. (ANFHERXAJEARME, EBCDIC & IBM 2w ()5 4F — 1
bR, D

HEX Dump. FLVFIREAPTAEM, n e b HKE IR 386 R 2P

C Arrays. RVFRFREIRE AR ECH CiESHEF.

5. RAW. FRVFARECN SR Aa ot 2 Al N IR PP At — 20 0 Mo BosZRAIUL ASCIT W E . fH “save As” H{RAF
b kA

7.3. BFEJER

IFIERR, BT ERIORE B, S5 2 e b NIRRT R A4 43 Wireshark AbERES )8R #5A2E T A4

RGN, A CAEIEN I FR I BN R, XA B s ORAEAE RS SO R, BT DUARAT I AT AAE BLJS 73 A i
i

\)

=

20t I S IR B e ? 2 i R Ik = £ 1) . Wireshark M libpcap (WinPcap) libraray (%) Hh3R75 i [H]
Bh. T 1ibpeap (vinpeap) S MBEE R4 10 B AHI I ). U SR S MR SCAHBO, I 548 Wireshark ML
S R BRAT I ) R AR

7.3.1. Wireshark NE

Wireshak Py B RS A5 FH A0 st TR0 A 2 b T3 OM 1. 1. 1970 14 R T ORI,  giFP (10 125> 2 —F8) i sfin)

Hilo PRATLLHHE Wireshark ZEELA) R I TRIE S~ /rabe WA 3.7 11 “"View 3H” ) Time Dlsplay Format”
Tl

AP NP SIS, Wireshark 45 2245 P B ORI A gl e SO 5 TRIREA T IS TRI RIS 45t

i, Wireshark f# ] 1ibpcap (WinPcap) fii#e /. (SCFRFIFMRGEE) o BRAFIRAE LA RO PEaliff Edbtrffise, —BOX
FERIRSE G2 T

7.3.2. #HECHHER

Wireshark SCHFAH 3t SCAEAS AR AT I T8k AN R AT 3 SCAEA% QR IR TRIBIORS FEAT AR KANR], AR 0” 214l F5
0 123456789 #{AT o K2 k% SUHHFE SCAFAFA (1 I T A 2 [ 3 R (1, Lefi P SO aC L Al 1 I T RS A 5
RERE T )

RZHH Wireshark CRIEZ FAl T H) A 1ibpeap i 52 SCAH#S AR DU € 1 15 )7 70 2 —[H e RS 0. 1234567

— ¥F
éi BNEE B SR SRR L LR %)\%ﬁiﬁ%ﬁ}#ﬁﬂ’ﬁ%fiﬁqﬂ A RE S PR E . Bl IARREAN

Aéﬁ]ﬁ'*af”ﬁ’]?%i%l# SRJE R H ARt Tibpeap S (10 2 —FPRE ) o Wireshark AR W] 25 KF I [RGB
LKV NEWID) Pl iV
7.3.3. WM

ZHA NI “Wireshark [N [ BRIHERTE @I ? 7o SEBR E, Wireshark E%K%ﬁﬂ@ﬁﬂ“l‘ﬂ%ﬁ, 1117 308 3o H A ) e
RN T IFBonARATT. Brek, H#EmRPERGR T RSk )EHE’JT%?E%?F(TM’E%%, PERE. o o ) o PAIUE LA L il AR X 30 e o
Al

— BR
W H USB HEf i M g IG IC 4R RS FEARH 22 . AN DAz b o5 AR IR I T REAR s i 7 A e ol
USB Bk 2 RGN AZ . AR AL LA 3 RS WAL AR BRI DUR A 24T BT, 3 i TR AL s 2 5 S5t o
PER KPR

Ziie: WURPRTT ZERG AN AR, AN ZEAE USB IERMIM Rt (AW A3 3T MR AL USB A _E 3
N Lk 2 )
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7.4. B

MRLE S RTINS, SRR X R i SRR N HeAth s DX A5 R SO, B DX ) 12 5 R i R B R TR )
e, N PEANRKE IR AT A SRR B FE I X Jn) i .
o ARAORE AN G 11 ) T) R 1) 22 A D6, AR TR B T R P2 1 S w1y H RN i TR) G 2 X RE) o
o RATREVRASSAG BIARIE SR BT AE I X AL S, BT DARIEAS EAGAS B DX o) f. 502 AR E4 41 BA B4 BT AR R
TAEE— X

R ..

HARX?

AT A BN TR T 3 e LNt 6 sl R VAZAE 200 00. JXLEIN 8] 3B DU FA4b . W Rk EAEA
MNAEH FEIRER 2RI Ta], R A — /N AR AR TR B, 20K 25 2 BUR AL .

R, AR ER R 43 AN RN XA, AN XIAER A — A AS Hi B 8] 6E S AS i 1) H - H 9%

I X JET UTC (Coordinated Universal Time) B Zulu B[] (EHANIA) » [HA K GTM (B ARJETA I [8]) AN AT,
B e DR ZE (5 UTC AH LIRS 0. 9 #) o UTC AR UG I X A5 0 (62 TR AR E IR, 948 22) , BT I X R IR A £E£E
~127+14 /NI 22 JA] !

Bln: dnSRARTEERAIAR, PRI DR EE UTC 5L 1 /NI, B AR X W2 7 +17 (55 UTC e B 22590, LN O
A1) o AHARE 3 KR UTC H WY s s [ — N I 21

A SEH DI LI, DR BRI AN 2 HI /NN o (R 9 B IR X UTC+05:30)

FZMFAE B http: //en. wikipedia. org/wiki/time zone Fl
http://en. wikipedia. org/wiki/Coordinated Universal Time,

#® 1.2

2 52 i DST?

Daylight Saving Time (DST), XHR AW, HEEAAERRKJLANHE “REC7 ARKINE (ZFAERK, R
FGERIAE RN R], LRI, AN RANNN ) o 4 TIEBIXAHI, REEZRK (EHAZPHRD H0—A DST /N 2]
UTC o BT LARIEAF AN /NI (R D0t )y 220 2 /NI FR I 225k SRR I X

AL, DST IFRAAME I AR o IRl REFRIFEERIR],  JEFERATRG BRI 2 2 WL AR S K ChEdn: BR
PN, WAFWNZELTE) .

VEE: AN DST EFRE, UTC fEASEHR & —3U1 .

A5 B http://en. wikipedia. org/wiki/Daylight saving.

7.4.1. ERTERKVTEIFRE

AR PR AT A N [R EAFE, IER BB TH LN AR AT 2
VR 7 224 2 T A R IRy i 5 R TR X

Lo BCE A I X
2. WHEAHI A,

A A3 RE 35 YRR (1 TF SR LAS Hh s TR AR X

N B®R
"“'P WRAR LB HIRAT, W T RE S0 2l T SN LA N () R o SEB BT ANTT BEZAEM, AR X
HURTEL T o AEVHEINLE, TR SERS B3 R AR, AR FRAEAN A I DR F AN [R] R AS B IR 18] 1 2

- ®/
"“'P PR a] DAAE FH X 25 15) (8] 131 (Network Time Protocol NTP) ik 5 H BEM F ) NTP #52 i AR 545 25 [F)20 ok B 8 HE AR
PITHEEHLI I 1] o Wireshark SCRFIITA & # 0] AT NTP %% i, W2 U http://www. ntp. org/ /44,

7.4.2. Wireshark FIN X KIXER



http://en.wikipedia.org/wiki/time_zone
http://en.wikipedia.org/wiki/Coordinated_Universal_Time
http://en.wikipedia.org/wiki/Daylight_saving
sunhl
高亮


M4, Wireshark FIN X BEA A KR?

Wireshark Ji2E B4 HE X452 (1ibpeap #&2%), Fl—26H Ath#% =0, 14N sniffer, EtherPeek, AiroPeek #1 Sun snoop
KX, HOS AL BEIN TR AR A UTC BFA] . UNIX 24%, Windos NT Z4: (NT 4. 0, 2000, xp, 2003, vista) 7F 2 2t P 35 #5051
(87~ 4 UTC. 24 Wireshark HEATHEHENS, ToR B T4 . (Han RAREA IER v &K, RIS R G0 B0 Eaf o 7 A
IFTE], UTC B a4 45 1] BE 2 A% (K . “windows 9X £ (win95, 98, winMe) ” 75 22 4t P 34 LAAS Hb i () 6 7 B 18] o ZE 2,
WinPcap 20U IS [a) 36 #h UTC IS TR) PR A& 3645 Wireshark. WA X %% B ES 1R, FEHemf R A LS 1ER .

HAbHHER L, W Microsoft Network Monitor, Dos—based Sniffer, il Network Instruments Observer &I, 15AT
A, 31 8 B TR) g At s 1]

{E Wireshark P, WFTAJERLL UTC BT 27 XGRS, W0 R S5 B Se R A7 AL 1A 21 B[R] Ay A Hl B [8] ) 4t 2 S0 A
Wireshark 75 B A i ] 45 4 UTC BSFA] .

Bt Wireshark 234528 IASHBIN [A] /s I [a) k. H] T Bas i Bcdls i v SEH LK UTC I Ta)Fe48 J AS i 18], JF W 7iX
ANKAAHIN Ta] o X6 F AL IE L UTC {ERAF it BRI 18] (i B2 300, IX AR BEIN 18] 2 S 7s A R T AE IR X F AR 3
TR, SXARAT ) fE RS AR AN RIS X AR 3 32 2508k 19N 2 PR BB IR TR AN — A o 3600 L U i I ) i 0 21032 B i) )
SCAE, I DR A TR PTAE R N X 5 UTC (%2, DL A DST RNHEAT#6 4, AR T RE o S EUH RN T o, 4 Wonik
B OO R AN ] ] BE B BN R, IXCARBILSIE (K I 18] (i n] e 2 S SCAF 2R N 18] 2

£ 1.3. FNX UTC BjiEHH

Los Angeles|New York Madrid|London Berlin Tokyo
Capture File (UTC) 10: 00 10:00  |10:00 [10:00 |[10:00 [10:00
Local Offset to UTC -8 -5 -1 0 +1 +9
Displayed Time (local Time) 02:00 05:00 09:00 |10:00 |11:00 (19:00

250 e A NIV AR 2:00 M3 3E T — AN, ARG RIBS RS B SO I8N AE S F
(RIS )RS A2 UTC IFTH] 10 00. AREEAAMFT I J5 2 BN W7 (I ) & 11:00 .

A8 V5 IAE AR FIR (1) [R) S E AR i, WA 1L, s M S SO AN St o TR B AANEL,  AEISAZHLIT
K BIRIHAR A 2:00, MIVRFE BRI ENIE 11:000 X[l TA) R, PSS 23 o AN ] R A LI TH)

Ziig: AR REAARRE BRI TR R H Y]/ TR o, BRARURI SE i ZEER B B N R/ H . Prel, iR 24

FCABI X /DST B SCAT, URAAZUT fift PRI X /DST (IANTR], 0 I IR & G A . o B, 1ie & & H I 6
IERAVCE 1IN AR X

7.5. BB

7.5.1. FARAEHE

PR 28 PS8 0 T AR S R I B s e, EAR R, Z BT BEAS SCRFIZAE R A B (Rean 28 B /NI BRI, 8-
F G A% TCP —FERIA A, TCP W e A MG E s g . (Jii 30k or is stream—based like TCP, which doesn’ t
know data chunks at all.)

FERXFPIE DT, 28 P sl 200 2 Bde bk o BV I B, I (U SRAT A6 280 R Bdla e o BOA 2o AR W) B AE 532 i th 5
S IR BBy BOL F AL

N B’
N 1E Wireshark B, IXANHLE/ TR B/ reasembling, 147 i€ PHSFIRA n] BEAS AR [|] (191 41 -
desegmentation, defragmentation, ...)

7.5.2. WA Wireshark &34

YPAREE ] DIt Wireshark iRB IR, Wireshark 185 AP FE Ay Bk, Y. B nEdEih . Wireshark &2 &k
BAEHT N A, £ Packet Bytes” [HIAR B N0 i Bon & IF UG HIEE . (O¢T “Packet Bytes” HIHRITITELN A4,

W 3.7 W “"View sgH” )

B 7.2. WHEHSKMIETF "Packet Bytes HR"

0000 0§ 00 08 ab 04 53 08 00 06 &b 7T bd 0% 00 45 00 P T | S S LY
00ld 01 48 23 c7 00 00 le 11 dd 51 bc as 05 0a bc as CHEL L. . Qevennn
00z0 09 32 41 af OF 04 01 34 00 b4 04 00 2e 00 10 00 2P d sa i
0030 00 00 00 00 ad de ¥ &c dl 11 &2 71 00 57 S0 fo ....... T ...g.W.. b

Frame (342 bytes) | Reassembled DCE/RPC {1604 bytes)
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— ER
ﬁ LI Re R A Z MR, PrUAE"Packet Bytes” M 1] fg2x W31 22 AN Ml hn v ik 1 =

—, ERB
éi%%ﬁﬁ%ﬂ%%ﬁ*ﬁ@%ﬁé%ﬁ%ﬁ%o

DAHTTP Get W25 A5 i SR i (10— A HTML B[] 3R [F1 ] o Wi reshark £ s —/> 16 31l i 504 £ " Packet By tes”
MR —44 k" Uncompressed entity body” Bkl .

BROATGOL N, EIEIUh &I DR B E ) Se . £E 2005 4 9 H ZHTERME S A SBVF . WERARIK kT2 78 200 4 9
HZ IR BN, R F, SIFREIINRE. SIFEX ey R K.

FUVFANEE LB A B X P BOR Bl ab AT P IR

L NREEC I TCP) b SCFF 9. MH BMMSCRF & IF S & ARl B K S AR B 1
2. T2 PICHR S (- HTTP) s 2L 45 FF LR & 00 Fr (K o IX 2B Rl n] LU PRl S HOR SevF st

FEBCE iy 2 MBI tool tip 2 PRBRAR RIRE R 2225 FB AR Z I B

7.6. ZBIRENT

A TR 2R B A AT JaE S NI B DA% oo AT PRI VA AT S X AT Sl I AR 48/ M4 IR 55 (1 BRI T
BLA2) M/BE Wireshark $5 € IBRMESCAF oSS T IRE AR EAT AR IO PR, ATRAS 292

R AT UM DURHEAT fo e, 28
7.6.1. ZBFMITHIREE

YT AEAE T Wireshark AT BEANME, R RITAKERN L. AR, 2470 EAT e 8 Srb.

o ZFRITEEESAH . RS2 REA IS T BRI 2 T, B RS 2R H . B T BARMT I 44 T-1F

A C B S A AN

2R IS A A A . DR AR DL S 4T TR H ok el % 20 HA e 8 4T IR S04 7] fg

RIAAAAT AT o BEIRFT FFR$E SO T RE 25 R I bl B o AR AR A, VNSO IR A Jo vk e 31 44

T R 55 4 (2RI & ] LLIZEFEIR))

o DNSAJRELIM NSRS Wireshark 1. VRETEAL AT E S Wireshark 3R DNS R4 2E i 0.3k AR 1)
HL#s o

o BT BIP Vireshark B¢ . XAt &MERER — K. HIE, WRLFWENE S wireshark 1247 I K AEAR
tt, wireshark NEVEREBXANARAL, KA NGAF AT IENTHY . W H X L5 BAE Wireshark 12474846 T,
1 L3k B —AN 9 DHCP FZy, Wireshark A4:id & #. (XL /EEFXF DNS 2T 15 8?2 B2 /HeEH 204 dns
M)

N Br
N BTTRTERSRIEN 25 . AR MU SER LS BT, AR A EA S AV, A S
Wi R azAr, IRl U] View/Reload " B WA, SRIEM Won4 PN 45 R . (HAER PRl R o IX A
BATRR

7.6.2. BALRKMZEMBNT (nac B)

SR MAC Hiuhik (e g 00:09:5b:01:02:03) fif# A7 Ay 1d & [ 132 ) Hohik (“Human readable”)

ARP ZFMBHT (REMS) Wireshark 2 #AE RGUA TR, g LUK B4 %8 B TP #uhik: e. g
00:09:5b:01:02:03->192. 168. 0. 1)

Ethernet codes(ethers file) iif ARP fiftb4ti%, Wireshark 2220 UL Wbk MM b CLAN¥E 4 44 o X Rl AT T
T P IR E — ethers 304 mac it B2 #K. (e.g. 00:09:5b:01:02:03 —> homerouter).

Ethernet manufacturer codes (manuf file) U1 ARP T HI ethers SCAFES VL IIENT, Wireshark 22234k
mac HHEIET =N ) A YRS cmac HHERET =N 02 TEEE A48T B 20 W s ik Gt /iy = A2 /] A
AR MR B2 TR BE N T, RISt SR T LR )., ) (e.g. 00:09:5b:01:02:03 —> Netgear 01:02:03).

7.6.3. IP HuhtiRtT (M%E)

4 TP Hulik (e. g 216. 239. 37. 99) ¥ g i A ) s 1) ik /“Human readable”
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DNS/ADNS name resolution(system/library service)Wireshark <> [n#:/E &4: (8% ADSN library Huhl—44 FRfgAT A
L) GEsR, % TP Mk A SR LA (e. g 216.239. 37.99 —> www. 1. google. com). M DNS AR 4% 1E7E [] 2537
K DNS l5#s, FT LA Wireshark 23455 1 AH S .21 DNS i =K 1) 5 38 7], an 0T BE )%, /-] L% [& A% A ADNS 1ibrary (iX
FE AT DUE O S8R5 I 28 AH N . )

E 323
c:)ﬁﬁ%ﬁ%%ﬁ%%ﬁhﬁiﬁﬁ@%%%%ﬁﬁWH%Mﬁﬁﬁﬁﬁ,ﬁﬁmﬂﬂmk%%%%?%ﬁ%
R . ARG BUAR N ZAE F ADNS

DNS vs. ADNS iXHLZ—/MEFAINTEL: PR E R e ip Mol o Hofth &) se i Mok "Human readable” (3 44) o 8%
DNS H gethostname () FF bbb 24 F% . 05 B SC /& B i) hosts 3CAF (e. g

/etc/hosts, /windows/system32/drivers/etc/hosts) & e $E 2 VCHC SE4AR U SR FR AR, 25 1045 52 HJ DNS IR 4525 25 1A o
DNS F1 ADNS EL IE DX A AE T-254F DNS AR 55 25 44 FfENT o gethost () 2 — B AE 7 A1E 44 W A AT el IR 14152 o T 5 DNS
MRS AT, nlRes i AR KN TR] (UF JLFD) o ADNS R4S S0 riANE o e WIFFE ) DNS k4548 gk, HAS
SRR AN . LRI Wireshark. SEEFstihl CRIJGSEHbIE) 78 ADNS 15 21 25 Ray A2 o @b APk Wiy
SCAULIE, RN RBRAEAE AT, IR BT " View/Reload” 5 B BT IX 87 Bk W os i BT 44 K

hosts name resolution(hosts file) #IR dns fENTASE N, Wireshark 2248 FH P 324510 EHC/K 1P Mk 4%
RN I ENLL . (e. g 216.239.37.99 —> www. google. com)

7.6.4. IPX BN (M4EE)
ipxnet name resolution (ipxnets file) (BHRAEMER)

7.6.5. TCP/UDP ¥%i O &4 (5 ER)

A1 TCP/UDP i 11 (e. g. 80) 2y i 5 B2/ BT AL “human readable”™

TCP/UDP port conversion (systemservice) Wireshark <> [n#{E RGE Kk kK, H4t TCP/UDP ¥ 1k L4144 FK (e. g.
80—>http) -

XXX - mention the role of the /etc/services file (but don’t forget the files and folders section)!

7.7. BRI

AR Z2 B iU Ad FH RS, R SR 36 A1 5 1) 5e 28/ IEAf Pk
- ®’R
N I FH B RS FIAE X B 4% 1% 4 redundancy check (TR ? )
B 4H?
T2 56 2 FH S 365 U1 A i B A i B0 1 5 358 40 TR B o — AN 36 R0 2 B0 3 0 A 7 40 B o B 1) HE IR B0
W B AE AR T RE T 2 AR R, B A R, AT RS BRI AT EE
IER AR R S PERE RS %, R PSS 28 5 A FH A 36 FIAG X Be 45t . ik g e X B A TR 30 AT 4, R4
P AR IR — A A a2k o BT A IRRE I 7 v vk S0 3 o PO RS B AR, SR 381 (R R 6 RN T B SR IR AR 36 AN DL
MR N EE R
A LRI Ty vk e] DOE v A R AR TR A B AR B E, B (IR B %,

WAL R VA R, Sl 2 ZFMRN SRR . RIS, Bl Z RS E ST, AT RE kL&
AR 22 R DL AL T 2L B

Ak AR AT T LK DA i R i (EAR AR 36 AN SRR JC it O 100% R BIPT A 462, KR D E AT IR0
AR E o

BN BT IR 2, B S 28 Bl A FH PR ASLBG F B509: CRC32 (AIEFRTUARAZ IS ) o AR 140 14 I 268 W LI R P AR 36 A0
PRF A B L BRI BRI A N, A BB RO PERE,  FAh T R A RE

Fe TR RIS 25 Haf LS. http://en. wikipedia. org/wiki/Checksum

7.7.1. Wireshark BRI
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Wireshark &%JR Z h SGHATAG I A HAE, 1. TCP. IPo o o

‘B normal receiver” ff—FERI VL. SR G AEBLVEN: AR B~ K 2B RN %S, e. g. : [correct], [invalid, must
be 0x12345678] LA HABISALL) P 2%

U SRR AN AL R T T BOEAEBEA TR S AT I, S R R A S AT o 208 TGt R (N RS B P L Y
fiEACITR

7.7.2. Checksum offloading

R de A H SR RE T 28 M 25 05l , P gEl, SRR A58

Blhn:  LIOKRALSAEPETH S LUK PRI R oA, B S R I M S . WER RS2 IR A DU IR, Wireshark KA
SRR, BURMRE & B EFXAL.

e A A BT R R AT, IR SE e R e s a1

ELIE T ) Y 28 A A ] AT — 28 S 2 DhRE, Wi TP SR AIT5, X H 8k checksum of floading. MZEIRBIA TR
AT, S R OB AR I A P B A AR BB TGRS B, RS R

— B
fl checksum offloading &% & SEREL, KA ML ALER L FTHE 2 A A2 4h Wireshark. Wireshark 74211
IR IR - BEZS ), AR BRI R 3R, S IX N LE I\ X 258 B A4 it P S 2 7 A RS B AT D

Checksum offloading £ 51 RWE, iLARBEHE R BIKEMN [inval id FH, THEARIIRIE. Aresd, i
M FEOIIEEIF, EAERAT U EIE DT

RA] LUK P Fp 77 V38 4 Checksum offloading o]/l

o TEWRENFEF XM checksum offloading T, WS a] .
o WL LIRS Wireshark 47 P AR 6 RO BEAIE

HEPEE RS E, WO Wireshark FERARIRC I TRINTE AL LR, ANEOATA ) o A1 DUS SRR
AT I TR BE .

N2 e s R R R SS 4

A Windows S £ W L BK A SCRE, A TR LR B> A A R BT — 19 208 T3 IO 25— 06T I 160 < ) Jeg 44— v ik 1
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F 8 E 4
8.1. PiBH

Wireshark $efit T Z MMM 4S8 0H DI RE
AR, BAAFREEAE B (b mEces) , e histrgstt (B, gevh e SCrEAN HTPP il sk AN 5D , 5555,

o —MWHI
o Summary: HitiHe SCHFAEE
Protocal Hierarchy: #ifi#i i1/ k45 #)
Endpoints 1. Wl AdL, 21771 ip ik
Conversations #lu: W/ MgEE 1P 2 A @S
o I0 Graphs U2 H B a2 A0 1) i 22 4
o FREMMNS
o Service Response Time M i =K 21| AH NG Kk 1) MR 55 [ [ B TR
o Various other HiUFH Mgt

o O O

— R
PRBCRR E IIGETE, T ZEA R A T e BRARURIIEA AR S, e SR AN A4 45 5 PRA%
HUP

8.2. HEHNO

2 A SO E B

B 8.1. ”"Summary” &I

" Wireshark: Summary E@EI

File
Mame: D:/test.pcap
Length: 15317 bytes
Format: Wiresharkftcpdumpy. .. - libpcap
Packet size limit: 65535 bytes

Tine
First packet: 2004-06-22 20:02:45
Last packet: 2004-06-22 20:02:50
Elapsed: 00:00:02

Display
Display Filker: none

Marked packets: ]

Traffic Captured Displawed
Between firsk and last packet 2,113 sec
Packets 120
&g, packets/sec 56,739
&g, packet size 111,000 bykes
Bvtes 13373
Ay, bytesfsec B328, 662
By, MEiE sec 0,051
File

FPE SR B — R 11 S
Time

S AR AR — AN PR I TR



Capture

LA 58 BN ) — 2845 B (P BEE 2 NIl 3, B8 WSCTHEERN)

Display
5B HRIER
Traffic

W EALRITAROCHE T, WERBCE T Wonid g, R B 2SI, Captured 4 nid JEHT(F B, Displayed 41\
7 U S A R

8.3. "Protocol Hierarchy” &

SRS [ EA N S

B 8.2. "Protocol Hierarchy” &I

Wireshark: Protocol Hierarchy Statistics

Protocol % Packets Packets Bytes Mbitfs End Packets End Bvtes End Mbit)'s
‘= Frame _ 0,051 0 0,000
[=] Ethernet 100,00% 120 13373 0,051 1] 0 0,000
Address Resalution Prokocal 0,83% 1 4z 0,000 1 4z 0,000
[= Irternet Prakocol 99,17% 119 13331 0,050 1] 0 0,000
[=] UUser Dakagram Praotocol 10,53% 13 1663 0,006 0 0 0,000
MetEIDS Mame Service 4,17% 5 585 0,002 = 1) 0,002
Domain Mame Service o, 00%: 2] Se6 0,002 o] 566 0,00z
Daka 1,67%: z2 512 0,002 2 512 0,00z
Internet Control Message Prokocol 0,83% 1 J0 0,000 1 70 0,000
Inkernet Group Management Prokocal 1,67% 2 108 0,000 2 108 0,000
[= Transmission Conkrol Prokocal 85, 83% 103 11490 0,044 an 4650 0,013
Data 16,67% 20 eeed 0,025 20 BEE0 0,025
Malformed Packet 2,50% 3 150 0,001 3 150 0,001

& e | &P ox

XA UL R P SO S BT B U BPAR S 52o KRT AT B B0 2, T8I midit/- bR BRINROL B, B
9 SR T o

TR AR KGR
TEFIRERIN B
Protocol
BT
%Packets
SATZYNRIN B F TERSR SCAEBTAT (BT )
Packet
AT L
Bytes

CERAUNVCIESEE



MBit/s
UL 58, A S 1)

End Packets
End Bytes
End MBit/s

EE
ﬁ@@ﬁ‘%} EVFZ M, HIRZNSESENME RS Blan: B EHE 99. 17%1) 1P, 85. 83%1) TCP )
W CEA TR T 100%)

®E
ﬁﬁ@%%&ﬁ&%ﬁﬂuﬁﬁ *qu,ﬁﬁwu@%ﬁﬁﬂwﬁT EFFANGET 100%, 500 : & 5% b TCP
85. 83%, {H & FEWMY (HTTP. .. ) HILk 85%5E /b, X Al fe &K h TCP Wi, f5ll: TCP ACK fUASH Gt
JZ s

— BB
fi*4$@%@ﬂ%@§ﬁﬁ%m&$¢fﬁbKWEET,Wﬂ%ﬁﬁﬁﬁﬁ Y CRRIE S S R T W RIN) /N
IP R R IR, GEIEE R N AEE ip =, AR Rend /e ] TP $52h¢— 0

8.4. ”“Endpoints”

Ui i AE IS TE
#r
N ISR A N 4% T H T P B 3030k Hostlist/FEHFUFRMN 474, 761X 5k 2 Endpoint T .

8.4.1. {14 R Endpoint?

AN 2% i s LR E P R IE S 12 i /5 . Wireshark i SR TH2 K 81 H R 21 A
Ethernet
DA 9 g i 3k 7 (2 DK I MAC sl

Fibre Channel

AR
FDDI

FDDI 3 25 & FDDI MAC Hsdil:
1PV4

1P ¥iij f % TP Hhuhik
IPX

EHERNH
TCP

TCP ity 55, H1 TP Motk AT TCP i 2, [RIBERS TP Huhibin _BAS A (R0 5, 3RoR IR AN TR ) TCP ity 55,
Token Ring

Token Ring (AR i & Token Ring MAC Mkt
UDP

UDP it 1542 FH TP Huhik A1 UDP ¥ 20 B,  AN[RI ) UDP bl B [F]—AS TP Huhik 2R 7R AN ] 1¥) UDP i 15

——. Broadcast / multicast endpoints (" 3%/ZHBW &)

JAk/ 2 HRAEAT 2 FTAA R i s S RS o SO, IX e AR RSO i, LSV S AT (1 & 2))
A1 L PR B i AL

8.4.2. "Endpoints”& X



AT IRRTN R [ E N D)

B 8.3.

”Endpoints” & O

" Endpoinis: test. pcap

12I:I

13373

a5

Etherret: 5 IPvd: 5 TiZP: 11 DP: 10
Ethernet Endpoints
Address Packets Bvtes Tx Packets T Bwtes R Packets R Bwtes
Metgear_2d:75:9a 114 12628 62 7313 =Y 2515
192,1658.0.2

G0a0 (5 F313

Zolorize Host Traffic

Find Frame L

Broadcast 262 i 1
01:00:5e:00:00: 16 2 108 0 0 apply as Filker Selected
01:00:5e:7F:FF:fa 1 175 0 0 Prepare a Filker k| Mot Selected

and Selected
vv0 OF Selected

v and nak Selecked

... or nok Selected

Copy |

X Close I

Mame resolution

PR I, B SCRF NN, ARG R —ANETR . RIS s gl i 8 H (140 “Ethernet 5”& 5
A~ ethenet Jii FIAEHHER]) o WIRFEAPINBAT v 5 HE 2, EIBRAE 7R A (0 ORVE T AR e - 50 2 1) 0T
1) .

HI BT R B i i I AT

Name resolution ALK IZIEIN, KX g€ PR HEAT 44 3 A CHTTIEH ) Ethernet endpoint BT /& MAC

J2) o IRAREERE], BB ATR R =T TN "Netgear”, 25 AT kgt O TP ik GEIL arp BRSUENT) . 5=
ATAERT ) Sk b ORAEMTIN mac Huhit ol - £ £FFE £ FF:FF), 5o PIAT I MAC Ml R ATT

Q;P

8.4.3. ReEPFUH "Endpoint List" &

"

S A RE B A A, AEIRBEAT SEIN Flide L AT 0T T (BB AERXIIRIFT O 7e) , R |

Before the combined window described above was available, each of its pages were shown as separate windows.
Even though the combined window is much more convenient to use, these separate windows are still available.
However, as the functionality

The main reason is, they might process faster for very large capture files.

is exactly the same as in the combined window, they won’ t be discussed in detail here.

8.5. 4-if/conversations
A Sihg

8.5.1. fF4R4LiE/conversation?

— AL STE,  FR IR P ANRR R O 2 AR AR RIS . B, —AS TP S UE 2 S TP Huhk (A i B a o5 .
8.5.2. ”Conversations/4Zn%” window

K T HRWNE AN, Sl M m s e DA —FE, WZE 8.4.2 1 “”Endpoints” #”

B 8.4. "Conversations”X{i&HE
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Conversations: test.pcap [Z E| fgl

Ethernet: 4 IPv4: 4 TCP: 9 UDP: 7

Ethernet Canversations

Address A address B Packets | Bytes Packets A-=B Bytes A- =6 Packets A<-B Bvtes A<-B
192, 1658.0.2 01:00:5e: 76:fFfa 1 175 1 175 0 0
192.168.0.2 01:00:52:00:00:16 2 108 2 108 0 0
_ 192,165.0.2 Broadcask 3 262 3 262 ] 1]
Apply as Filker k| Selected A A <-=B
Prepare a Filker ¥ | Mot Selected M|l A--=E
Find Packet k| ... and Selected A <--E
Colorize Conwversation P ... or Selecked B A - ANY
.. and nok Selected B[ A= ARY
.. or not Selected B[ A - AR
AMY =->B
AMY <-- B
AMY --= B

Copy |

Marme resolution

X con |

8.5.3. hildRE “Conversation List/&EHR” &

Before the combined window described above was available, each of its pages were shown as separate windows.
Even though the combined window is much more convenient to use, these separate windows are still available.
The main reason is, they might process faster for very large capture files. However, as the functionality
is exactly the same as in the combined window, they won’t be discussed in detail here.

8.6. “I0 Graphs”&

JHL P m G ) 3 02 A 8 50 L T o
PRAT LS TR R R ) T

E 8.5. ”“I0 Graphs” #f

Wireshark 10 Graphs: test. pcap Z”'E|E|
— 10

T T T T | T T T T | T T T I T T T T I T I:l
0.50= 1. 0= 1.50s 2. 0s
3 I
Graphs ¥ B
izraph 1 | Colar Efilter: | |5tyle: Line v || Tickinterval 0.01sec
—n Fixels per tick: 2w
izraph 2§ Color Efilter: |L||:||:| |Stvle: Lire: b
araph 3 | Color E}Eilter: | | Skyle: | Line WY Bxis
Lnit: PacketsiTick
Graph 4 | Calar Efilter: | |Stvle: Line b
e — Scale: 10 b
araph & | Color E}Eilter: | |St';.=le: Line b

(2=

F P AT RAKE— "~ A AT B
Graphs

e Graph 1-5: Jf/3 1-5 KR (BRI I3 graph 1)



o Color: KRB (AnT &)

e Filter:15 € W /nid €SS (only the packets that pass this filter will be taken into account for that
graph)

e Style: K& #£: (Line/Impul se/FBar)

X Axis
e Tick interval ¥ '& X HlIAEFEARE IS ] (10/1/0. 1/0.01/0. 001 seconds))
« Pixels per tick i%'& X flifpss 8% 10/5/2/1 px

Y Axis

o Unit y i) 847 (Packets/Tick, Bytes/Tick, Bits/Tick, Advanced...)
o Ssale Y fliBfr it %15 (10, 20, 50, 100, 200, 500, ... )

XXX — describe the Advanced feature.

8.7. MRS HHRLATIR]

H 55 Wi 2 IR 1) i S 3835 S )77 25 2 2 TR PR I ] Tl o i 12 I TR) LB AR 22 B islb l
R S5 AN I TR et #E B R B3l A

e DCE-RPC

e Fibre Channel
e H.225 RAS

e LDAP

e MGCP

e ONC-RPC

e SMB

J T4 25 LA DCE-RPC Ay 51 41 24 Wi J8; I ]

EE
Ei FCAR R 55 AR IR [BJAE Windows & 1 #EAH [F] Ak 25VE (B (DA )

8.7.1. "Service Response Time DCE-RPC*"#

DCE-RPC 1) Hi% 55 AH S B 8] & 25 15 SR & 21 AH N 1 K I 8] 7] o

B} 8.6. "Compute DCE-RPC statistics”&

" Wireshark: Compute DCE-RPC 5RT statistics g@g|

Program: ATSVWC - EPM | Yersion: | 1 W

|

&Create Skak | x Cancel

(IEIRON S SR TR U SRR A I a2 g RGNS 62

B 8.7. The ”"DCE-RPC Statistic for ...” &H



DCE-RPC Service Response Time statistics for EPM major wversion 3: test... E][EI[‘S_TI

DCE-RPC Service Response Time statistics For EPM major version 3: test.pcap
Filter:

ndex  Procedure Calls ©  MinSRT Wax SRT Avwg SRT

X Close |

Fach row corresponds to a method of the interface selected (so the EPM interface in version 3 has 7 methods).
For each method the number of calls, and the statistics of the SRT time is calculated.

8.8. IR LIHE O

The protocol specific statistics windows display detailed information of specific protocols and might be
described in a later version of this document. Some of these statistics are described at the
http://wiki.wireshark. org/Statistics pages.



http://wiki.wireshark.org/Statistics

B 9 F 4L Wireshark

B7ERIH
AREH 9.6 WM A BAEREE K 0. 99. 5 i Wireshark A 5 UL Y. () T §E o

9.1. #iHg

Wireshark BRINAT N IE 5 7] DARGF M) SARBT I, 2080 & Wireshark BIHiE, 4R7] LLXF Wireshark BE47 /M4
e DA R A & AR 75 5 . AEARTEIRA PR 244

o W M4 a3 Wireshark

o WMR AR A E AL (PAEE X 20 AN 1 BL)

o AR
o AT 22 Tl A 1Y IR T L

9.2. M#r$47)838h Wireshark

Wireshark SCRFM AT AT IR 8, [AIFER AT LK 2 808 D B R 3 IX T ERATTE R W Ay 475 30

Wireshark SCHFFEE W17 8. BHEEHAIBLESH, Em21TH# N Wireshark —h it & BB EE B (PALIL
AR o TEHSEH L WS 9.1 “Wireshark FEMIMEH”

# 9.1. Wireshark #HBH{E 8

Version 0.99.0
Copyright 1998-2006 Gerald Combs <gerald@wireshark. org> and contributors.

Compiled with GTK+ 2.6.9, with GLib 2.6.6, with WinPcap (version unknown),
with libz 1.2.3, with libpcre 6.4, with Net-SNMP 5. 2.2, with ADNS, with Lua 5. 1.

Running with WinPcap version 3.1 (packet.dll version 3, 1, 0, 27), based on
libpcap version 0.9[.x] on Windows XP Service Pack 2, build 2600.

wireshark [ —vh ] [ -DklLnpQS | [ —a <capture autostop condition> ] ...
[ -b <capture ring buffer option> ] ...
[ -B <capture buffer size> ]
—c <capture packet count> ] [ —f <capture filter> ]
g <packet number> ] [ —-i <capture interface> ] [ —m <font> ]
-N <name resolving flags> ] [ —o <preference/recent setting> ] ...
-r <infile> ] [ -R <read (display) filter> ] [ —s <capture snaplen> ]
t <time stamp format> ] [ —w <savefile> ] [ -y <capture link type> ]
-X <eXtension option> ] [ -z <statistics> ] [ <infile> ]

FAT It i R Xt B ANIE AT 44

M EER L, Wireshark fr% 2 R3] Wireshark. AEFERE, (T LUZE R S IE IV 2 5 (i SR 200 « At
AR TR (e BH)

B PRI A AN R ARSI A A A
—a <capture autostop condition>
BB MMEIR G E Wireshark A1 A RHRAE L2 3OO ARHERIRS XN test:value, test {0 NHEIHHI—A.
duration:value
M RF SRR T Value (i, 15 15 Nl 1.
filesize:value

MHEHE AR K /NE B Value {H kilobytes (kilobytes 78 1000bytes, A4 1024 bytes) , 155115 Nfife XA
W HAZIE IR -b IR RN A A, Wireshark fEIA 2IF8 @ SR/ 2457 15 N S EiH 8 Sk, 014 s —4
A
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files:value

I EOE B Value {EI 5 1R A #ie 3P

-b <capture ring buffer option>

R TR E P BT, Dy Wireshark 124748 "ring buffer #3, M T 38, #£ ring buffer”
fal N, Wireshark 522 AMEILCHE ENIRIA 7 HSCHFEBOR G HY, Il goE

M AN SCYEE W, Wireshark SBEEE R N — AN BN, HEGWHEG A, MK Wireshark &
EAHE A EAE BRIE files BEE N 0, WERBE N 0, KA SCHEBRED , FEIR S Nz

UK duration IR, AMILFFEN MIARIFRE(HIFPAL, Wireshark [AFESYIHE] A SCHE, BIAESCAF
RS

duration:value
VYRR T Value H, B SCHERBEE W, WaUIHE] T SXFReEE A
filesize:value

YKL F] value {H kilobytes B (kelobyte 7~ 1000bytes, A& 1024bytes), VeS| N — 304,

files:value

IAHOER] value (I, MR —ASFEFITIRE A

—B <capture buffer size (Win32 only)>

DO Wind2: W& AR /N (RALIE MB, BRIV IMB) . Al P ok s ok vt it , ELRA B2 KA S
AL WURSE N AL R ZRBLE,  nT PRI e RN,

—c <capture packet count>

SEIN P R TP B R, el AR ] -k T .

FTEN R LABE Wireshark H TR AR . REAME DA — N5 MG FR (W e IR O HIR 2 J5 7 ) S5k
ITEY, A% D g5 ] LRt -1 ZHORTR e ST e (18 1 (X BT BN A% 2 BiAE b4 E3TED .

TENREEEA fir2 7] LLB R PR K- & (5140 Windows, 5+ 6k/)> ifconfig—a fir4 ) UNIX - &) XA SRA I ;
O 9 578 Windows 2000 f 5801 6 3L D AZFRIE H 2 — LB 7 AT 8, XN AR D 4 5 BT (8 5

FERE, “PTBLYE Wireshark Il AR REELRU: Wireshark ATBLITIFIA A HEFSTMAE: 00 RAEARIOT: o
T 24 A T AT AU 2 (BT root., Windows F 0 Admini strators A1), 20 TSRO0
F‘F{/}ﬁbn_]) \%E&%’fﬂ?{ﬂﬁ%m° 72%;&

—f <{capture filter>

BEE T PE I A A B JERIE A

—g <{packet number>

FEAL I —+ ZH G e SCAE LR, RS B0k 2045 e gn — IR .

—h ST Wireshark FTEIZRRAS (1) i &A1 U5 vk R o i), SRR H

-1 <capture interface>

BB AT S B D B IE

WY 265 B2 1 4 FR b 2 UL IC Wireshark —D H (1 —>; A LAfFH] Wireshark —-D 2 <45, Wi g AxAd H
UNTX, netstat —i 8% ifconfig —a PG MF: X WrT LIgifii H . (HAZFTE ) UNIX P& #52 FF-a, ifconfig
ZH

URAKIRESH, Wireshark 2482513, A —ANIERREEE O ATHE, IRl ISR D, &k
PR —AFRIE L. BB, wireshark 205, NITHHEE (R,



o

EIEA WAL FIFO (S a4 EiE) , el LU -" S BUhsdER A . AE BB B L AU FrER) 1ibpeap
1% 2

—k ETHE € Wireshark SERIFFGRHHHE . IXANEIUFT LA -1 S A 0 K5 e fi e 7= AR A A 422 i
FITF AR DFEDT, (ERPEmaHEahndt N, &~ A3I#3) Packet list”Mitk ([F-S 8 —F) .
{font>
BB BRI AR (i A AR I A AR3E 41D
TR EE X G 44 BT (10 TCP, UDP ity 1144, EHL44)
<{name resolving flags>

g B R hE R 54T FF 44 T IhRE ;s % S80e — AR, A m m] LIF)E MAC Hhbf@dT, n 8
W2 LA, t TT e AR 20 S ARAT o XS FRF R AE - FI-N S8R AR e 2= T n, 8 C JF R [
I (57:22) DNS #rif] o

{preference/recent settings>

VOB I M AT{E, 78 o BIAE B H A Preference/recent file BBUKIZ . . ZSHMEZE T
e, A prefname:value, prefnmae & 1 126 I H 2 10 44 B (HLELAE preference/recent file I FK) .
value & RIS N . £ -0 <preference settings> nJ LI F7E Hhdrfirp,

T FR I I 48]

wireshark —o mgcp. display dissect tree:TRUE

BEZNHEISHHIP] T

wireshark —o mgcp. display dissect tree:TRUE —o mgcp. udp. callagent port:2627

B
) (222 T LT BFFAT A 0 BB IS 2.

AKFAE TVBE S g 2RO 2 o 80 7T R DRy S S5 DR AR T 2B s JRE, —p ANREA A B L1 A U 4 1
KRBT AL L B ML R, 2R
2511 Wireshark ERIHE SRR tH o BT URI—c 30— A8 o AT AI7E N BLTE—T —w JEHE ]
{infile>
$ T BRI RSO 4 o SHESCEFL 25U Wireshark SCHFARS AR
{read(display) filter>

FROEAE SO R U M g e S IETEAALH 1o s i g TEYR, 2L 6.3 % “Rl i ggfe” , ANG
He ) LA R o

{capture snaplen>

WA RGN PEICE . Wireshark i (e 4 <snaplen> 5 (R -

Wireshark EMHEEE G LB Box e, Wt fE— AN RER e Eds, 5 — SRR BN . XSk IO 1
HEH[)”Update list of packets in real time/SEf & 7RmEdE” ThHEFH A -

{time stamp format>

BEE Won I ARk e n A% U
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o MIXIY, B FTA BN AR T S AR T 25— AL I ]

e a absolute, & & I W Ky 056 i) 1]

o ad 40X HI, WEPTE TR g H I,

o d delta 5 & W RIER T/ A AR5 — 6 1T B[R]

e e epoch BE'E I RJEL &7~ W M epoch AW (1970 421 A 1 H 00:00:00 j#2)

i K Wireshark 4TEIHHIRCAE B, RJFER T
-w <savefile>

FEARTE SCRERT L savefile BT 745 4 CIEA
-y <capture link type>

MR H -k 8, —v Bt B sE28%Y . The values reported by —L are the values that

can be used.

-X <eXtension option»
WE AL L1644 TShark #5538k, eXtension iETH{#HH extension key:{HM:, extension key:AJLLigt:
lua script:lua script filename, & 55 1f Wireshark ZLAFEENI A, BRINIAZ Lua scripts.

-z <statistics—string>

33 Wireshark (I FRMMGTHE R, Songs RAESZN EHNE . E5E: eI nsE 2 1407y

9.3. REBREETNKE

Packet colorization (1% (4% R L) /& Wireshark —NEH A3 HHOREYE. UR1T LABEE Wireshark it i J§ 484 €144 4
(B . T DK 1 30 3 €5 00 8 (B«

~ '
N RAPALE http://wiki. wireshark. org/ColoringRules [f] Wireshark Wiki Coloring Rules page ki (“ i
g [5RSN

MBS AR RN, R View SRHLHT “Coloring Rules...” SEHIL, W49 "Coloring Rules” XifGAHE, & 9.1
“”Coloring Rules” X[1HHE” Pz~

Bl 9.1. “Coloring Rules”X}ifHE

Wireshark: Coloring Rules |:||E|El
Edit Filter Crder

[Lisk is processed in order until ratch is Found]
=
Mame Skring

e e F e i P R e @
cobp cokp

kpkk_long kpkr.length = 519

arp arp

smb amb || nbss || nbns || nbipx || ipxsap || nethios [ave
hikp http || bcp.pork == 80 selected filker
Manage uninterested ip || stp || hsrp || eigrp || cdp up or down
—— | dcerpc drerpe
ngpnrt... kcp svn tep flags.swn == 1 || tcp.flags.fin == 1 || tcp.flags.reset == 1
—_— tcp bcp
E Import. .. udp udp ‘%
nhss nhss
%ﬁglear nbns nbns
Help @QK | | of apply ‘ ‘ Eﬁave | ‘ K Close ‘

Ja 3l Coloring Rules X iGHELL)S, HFZ M LMER, SR E R TEE O3 ATt JE 2% (lF 3] once sth, you
have a lot of Z2RMHA]F L4 tmd &Ly, )

= EE


http://wiki.wireshark.org/ColoringRules
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FEX RN BEAT HE P (SRR IE D) 7 B0 A2 A B s e S . BRI, 55 N i H
E— ARSI T (et J2 BSOS IR R 2 DS ) o B W R4S UDP BhSGHRAE DNS 2Z i, B4 DNS Eil
A 2 4 (A4 DNS A UDP 3480, UDP Rz BRI & S e Uliic. 5 7E: IX B AT fif& netscreen B
KB, ALy RUCHC,  DERC T 5N R BLE AN 2 o 1) Ja S0 1. )

D RAREE — IR RN, fals “NEW” #2807 T R BEGm X TRHE, 4222 o :

B 9.2. "Edit Color Filter”

Wireshark: Edit Color Filter =13

Filter

Marme: | arp

Skring: |arp | + Expression... ‘

Display Calars

[Fn:lregrn:lund Calar, .. [Eian:kgrn:lund Colar, .. ]

‘ c? [ | x Cancel

TEGm i RN TR HE, MY ABUA I JESS B FK, ARG AE String M AMERI AN ILIE AT o 222 B/RIFJ& arp, arp KoL JE#s
%M arp, string I arp RIORERIIPPEETLE arp. I ANIXLE LG, /R0] DL AT 5 (RIS s (A VTR IX AN e 3R
AR, i Foreground color... /fi5t{%5{# Background color.../i¥ 5t{fizdl k<5 1 Choose
foreground/background color for protocol ¥fifHE (W& 9.3 “”Choose color”XHEHE” ), HEATHI B0, Ty 5{h
WE T

B 9.3. "Choose color’XifiE

Wireshark: Choose backaround color, for “arp™ E|E]E|

F5 ) [xome

EFEURT E P, midr OK

HE
Ei You must select a color in the colorbar next to the colorwheel to load values into the RGB values.
Alternatively, you can set the values to select the color you want.

9.4 “# Wireshark WA IR IE” o T BRI MEH 2R IES BT WERIRAKEIRM1E, FILL
Ef=VENE e

U BRARANS G 5 WIS B 0 ) 2 65y se L R AEAEH], &% [Coloring Rule Name: ... ] and [Coloring Rule String: ... ]
TR,

Bl 9.4. 7FE Wireshark {#fH ¥t
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test. pcap - Wireshark

File Edit View Go Capture Analvee  Stakiskics  Help

B e e 5@ x % & @%ﬁ@q:?g‘%E%cka

E]Eilter:l - +Expressi-:|n... q@;;lear f&pply

Mo, - Time Source Destination Protocal  Info s
W aTaTelaTal 192.168.0.2 Eroadcast ARPF Who has 192.168.0.2% Gratuitous .
0.208139 102.168.0. 192.168.0.2 MENS Mame guery MESTAT *<00: 00> <00: <0(
1.025650 102.168.0. 224.0.0.,22 IGMP W3 Membership Report
1.0458652 192, 168.0. 239,255, 255, 250 ifnl Source port: 3193 Destination por
1.085053 192, 168.0. 192.168.0.2 ifnl Source port: 1900 Destination por
1.082038 102.168.0. 192.168.0. 255 MNENS Eegistration WE WBLOO&1D<00:

%

< ! >
= Frame 1 {42 bytes on wire, 42 bytes captured)
Arrival Time: Jum 22, 2004 20:02:48.863096000
[Ty delta from previous packet: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1
Packet Length: 42 bytes
Capture Length: 42 bytes
[Frame 15 marked: False]
[Protocols 1n frame: ethiarp)
[Colaring Rule Mame: arp] e
[Colaring Rule String: arp]
2 E¥harmat TT Cees 187 188 A 3 OO b Bl Word of3Y  Pab o Benadesct FEF B F 88 o8 F o8 o EY

Fff 00 Ob 5d 20 cd 02 OB 06 OO0 C1A. . ... ... ] ......

02 00 06 04 0D 01 OO0 Ob 5d 20 cd 02 D a8 O0 O . ...... ] ......
o0 00 Q0 Q2 00 02 o0 af Qo 02

[ %

Frame (frame), 42 bytes |F': 1200 120M: 0

9. 4. WEIMUEW

FH 70 AR ey o g .

FAPMXEA A SRS 8, R ] B 75 B4 2 MR 28 4 Be 52 UfS . wireshark 23 2438 BN 2448 ) IE
I fERL 2% (il FHER A "routes” FIZE K guessing”) , 2 IS 0 A 1T BE S IE B R DIARAD 25 o B, WK —ANH UL
B — AN WL TCP % 11, Wireshark 4 Jcikilal e, . HTTP Wi A 800 i 11 A & bR 80 ¥ I o

RN ] DU PRI ARG 28 0k 5828 P UR IS 2%, o I i i FH A 2
9.4.1. "Enable Protocols”X{iEHE

Eable Protocols XJ1EHER LL enable. disable $F3E BN, ERATEOL T T A WMER enables TSR HEAN RS
disabled, Wireshark fEAl 23X AN IS 2 0& L A AL EE

- R
a A8 AN SRS 2 BE AR B Z M 5 i 2 S B o . B, e REE IR T TP P, R EE
Ethernet, IP, TCP FIl HTTP 15 Bt . $ RS B/RAKMIEE, IP hASER, FET IP WA TCP, HTTP )
WG B WAL TR,

B 9.5. "Enabled Protocols”%}ifHE
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" Wireshark: Enabled Protocols g@g|

Enabled Protocols
Status Prakocol *  Descripkion 2%
(] Zdparityfec Pro-MPEG Code of Practice #3 release 2 FEC
] SCOMEMS 3Com M3 Encapsulation
[+] JEPP2 A1l JEPPE A1
[«] o211 MGT IEEE 802.11 wireless LAM management Frame
[«]  gpz.11 Radiotap IEEE 802,11 Radiotap Capture header
41 5023 Slow prokocols Slow Protocols
[ op Plan 9 9P
4 aaLt ATM AALL
[ aaL3e ATM AAL3/4
4] aaRp appletalk Address Resolution Protocol
4] acap Application Configuration Access Protocol
[v] BCP133 ACP133 Attribute Svntaxes
[ ACSE 150 3650-1 051 Association Control Service
4 ACtrace AudioCodes Trunk Trace
«]  app aruba - aruba Discovery Protocol
4] aFp Apple Filing Protocol
[«]  aFs (R Andrew File System (AFT)
4 aH Authentication Header
] am BOL Instant Messenger
4 &M administration ATM Adminiskr ative b
< >
Disabling a protocol prevents higher layver protocals from being displayved
| Enable all | | Dizable Al | | Invert |
(9o (Vo ) (e ) (e

ML A A, B A PR S L S R B T LLD) M enable/disable R,

3
@ W I Save AT E, OK, Apply I ASIRAF R E, KW Wireshark VLAt E R E .

EHIIfE T 4

Enable A1l FUF#3K A BT il

Disable A1l 2% 1%+ Frf ol

Invert UJ#es38 A B enable/disable IR
OK I JH 4 aiE e, M ihHE

Apply W HIEX, ARHIREHE

Save {RA7HIWE

Cancel HU/H1EC4, B H XS THHE

N O @

9.4.2. FPiRemmR

f"packet list”[i#k, & f, “Decode As”, 7T Decode As XITHHE, AT LA BB AFADE A8 PR SCAE T I
I 247 BT e

B 9.6. “Decode As” XEHE



Wireshark: Decode As E|E| E|

Link. | Metwark | Transpork

(*) Decode {default) 25
ap
BCAP
: AJP13
) Do not decode TCP | source (3196) % | pork(s) as | ax4000
BEEF
BGP
s
aro 2

5] vowr )[ %o

XA PR A AR 2 BT E R A5 R

5
@ H P $a e i 28 AN BEARAT . JBHH Wireshark PUE, XEEERESER

1. Decode 1 FHi+em) 7 AL

Do not decode A% H] ik e /i A fifhd .

3. Link/Network/Transport i & F AN 8 X 25 W28 2 HEA T ffth o =7 0 s AN D T m] FH R ek Tl B
LI 25

Show Current +]Jf—/NXFUGHE S 211 F /- B4 i I 25 512

OK 3 FH Yk e A A, DS AN IEHE .

Apply N H METIE € LAY, PREFOEHEST I

Cancel HU/HEEL, SCHINIEHE,

\)

S

9.4.3. BrH PR

TR EHE TS T2 E0 P R R A
B 9.7. ”“Decode As: Show” XNEHE

Wireshark: Decode As: Show g@|§|

Table Malue  Initial | Current

TCP port 3196 (none) AL
UDP port 3193 {none) ADP

@Help | 4:9@( H Q&gﬁ.glear ‘

1. OK <IN 1A
2. Clear RZIRPIAI MY

9.5. HIEM

Wireshark 2 S50 LTI B . 1P Edit” S8 ) Preferences. .. "I, FTJT Preferences X1 HERN A] 34T
BHo W22 BN User interface” &5 —NUliil. midy 22 HIREIRZ 2 Fh iR 3i H ] LUFT 545 Y. 1 DT



B
ZRRESEIB M. BT TSEREN BN, 152 7% Wireshark Wiki Preferences
Ti:http://wiki.wireshark. org/Preferences.

e
C:)OKWMMy@%K%%ﬁ&E,%Mﬁﬁiﬁme@%%ﬁﬁﬁo

o OK NMHZERE, KHIIIHHE

o Apply NHZHOKE, AXRHIFTEHE

o Save NMHSHWE, RASHGEDIMEE, JFHARFETEHEFT T
o Cancel H'HITASERE BB G —IKIRMPIRES

B 9.8. preferences X} iGHE

" Wireshark: Preferences

ﬁ e ser Inkerface

Layouk Packet list selection mode: Selecks W
Columns
Font Protocol kree selection mode; Selecks W
Colors Save window position:

Capkure

Printing Save window size;

Mame Resolukion
Save maximized state;

[+ Prokocols
Cpen a console window Automatic {advanced user) W
"File ©pen” dialog behavior: (%) Remember last direckary (3 Always startin:
Direckary:
"File Cpen" preview timeout: |3
"Open Recent” max, lisk entries: |20

Agk for unsaved capture files:

Wrap to endfbeginning of File during a find:

@Help | &QK I ‘ 'ﬁ? Apply ‘ | Eﬁave ‘ ‘ x Cancel |

9.6. PRz

I 2R R i TR AT B A P B € XS HER . R ERHERR Ay AR T2 9.3 7 “A B B E”

9.7. RIETIEE

Display Filter Macros x&H >ROIE % BoR il yEas M AGET X0 TR, #ltn. @ — P EoRid g%, #AFA tep conv
WAk ( (ip. sre == $land ip. dst == $2 and tcp. srcpt == $3 and tcp. dstpt == $4) or (ip. src == $2and ip. dst
==$1 and tcp. srcpt == $4 and tcp. dstpt ==$3) ), LU /Ruin LA H$ {tep_conv:10. 1. 1. 2;10. 1. 1. 3;1200; 1400}
BRI LI

WonitbyE e DUENEE 9.6 1 “HIITREK” , P Display Filter Macros H. N View s TR ., H P #
H RN B (WEHEAHPTER User table)

name
NIEZYN
text
FHIFAOCA . 8L, $2, $3. . A NS ASHU
MBERERGH (FEE
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¥ ST BRI 2, 9205 145 Windows - GTK2 JRESF , JF 8O B4 Bk U S, wRE ORI 3 Fh: 1,0, 99. 5
BRAHUA S AT R B DR 20 BMLIREF, BB, WLRICHE, BRI, 3. Vindows+GTK2 FIIAEA,
HAE AT

X HAEHRA, RGN A — MR R k.
LA PRI 2 BB 5, Seitan{i 8 2

1. BN EMARR, W+ H] tep_conv

2. ENBEWISCARE 4y, BRI PE g N AR ILSE RN R JEas g5 d) B A AR X, FOSE BRI EE R T S
. , bl Sidh s —a84 /& ip. sre == $land ip. dst == $2 and tcp. srcpt == $3 and tcp. dstpt ==
$4, X 81, $2, $3, $4, WIRAE R /R IESSH, NiZE BAKN ip Ml RGOS, EXEATH T
$1, 82, $3, $4, ZAE AL WG RS E—FF, L Z LR S50 .

3. el FH 22 s el R B, 5 AR s R PEAE S\ Bl e i 8RR A A A N 2, BTN A U $ {4
RSS2, 5503}, SEG S R ERN IS TMENE, W
$ {tcp_conv:10. 1. 1. 2;10. 1. 1. 3;1200; 1400}, tcp conv & 4Hk, 10. 1. 1.2 J&$1 B, oAb,

FRRFEH, FREEM) Wireshark JE& A IXAIAE. A SBARMIRE R AN HERERT REA L.
9.8. Tektronics K12xx/15 RF5 PpilER

Tektronix’ s K12xx/15 rf5 XA H helper files (k. stk) BiFdE @B K& FP il . Wireshark ANEETRLEN stk
A, e AN R AR E . GX AR )

Stk CAFPMYVCACIELZE 9.6 5 “HIRER” KRIKE, A M4

match

a partial match for an stk filename, the first match wins, so if you have a specific case and a general
one the specific one must appear first in the list

protos

This is the name of the encapsulating protocol (the lowest layer in the packet data) it can be either
just the name of the protocol (e.g. mtp2, eth witoutfcs, sscf-nni ) or the name of the encapsulation
protocol and the “application” protocol over it separated by a colon (e. g sscop:sscf-nni, sscop:alcap,
sscop:nbap, ...)

9.9. AP DLTs WpilFE

A peap SFAE A DLTs (147 to 162) RN, Wireshark i HIRX AN EEAS DLT R AL WA 1%

I 9.6 1 AR FHEY DLT XA W R4

encap

—N dlts &
payload proto

payload (4 [ 5 &= B30 PR A4FR
header size

RS header #hill (fF payload Z 7i), XML U Wireshark header [N, BN 0 [13E, ZE1F header
protocol.

header proto

header B A4 PR GERINEH]"data”)
trailer size

WARAT trailer PRRLHILE GBESPMI, 1E paylod BMXZJR), HURRGEM RN WEA 0 KanZE Lzl
trailer proto

trailer PN FR (BRINE data”)
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9.10. SNMP FH P&

Wireshark {# F] SNMP ZI6F SNMPv3 AL IR 3Z AL G- AT 48 Fb

At 9.6 W “HIM R ST, Ui N EE.

engine id

W T engine id, 2# FHZEIBLE engine id fEXECEHKIE . ZFEAE— 16 SEHIF A5, (Hl B
J7: 0102030405

userName

M4, B—AHP a0 2% N AR K SN\MP-engines B, 55— NLACHPRE 29 . if you need a catch
all engine—id (empty) that entry should be the last one.

IO UERR
A 250 uE X, (MD5 5% SHAL)
authPassword

FERCEAY, Af 7 \xDD"VE M ARFTEN F 5. —A 16 EdISE 6L 2% AN “\xDD” JE o . 16 HEd=EhY
010203040506 %55 R \x01\x02\x03\x04\x05\x06’ .

priv_proto
A (P 0 57395 (DES %, AES)
privPassword

RS, A \DD " VENARFTENF AT —A 16 BEFIZEA % AN " \xDD” 0. filhn: 16 32564
010203040506 i 45% N R’ \x01\x02\x03\x04\x05\x06’ .

W dissector: Hia%, PAIENZEUR, dissct N, iXHLAE FLATADA BN R RARIDES, MRS, ARiLHT decode, I
R

i T Wireshark W% & # User table 4 as, A o) i ?
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